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1.

Business-Sensitive Information
1.1 As part of running our business, Connect uses business sensitive
information including development of business planning, financial models,
performance assessments, risk assessments and strategies. This
information is confidential to Connect and its disclosure to other parties,
whether accidentally or on purpose, is potentially damaging. Therefore,
this type of work is confidential and must be protected from disclosure.
,
1.2 Both paper records and information held on computer are business
sensitive. Some examples of business sensitive information include the
following. You may be aware of other examples.







Board and Committee papers
Any financial information that is not in the public domain
Performance reports
Development plans
Consultants’ and auditors’ reports
Research data and analysis

1.3 So, when you handle business sensitive information remember that it
must not be given to any person or company outside of Connect except in
special circumstances when we are working with that third party and only
then if agreed in advance with a member of Management Group. This
does not affect normal working procedures when information is shared
with government agencies and local authorities in accordance with agreed
protocols.

2.

Personal Data
2.1 Connect processes personal information relating to service users, tenants
and colleagues such as staff, contractors, temporary staff, volunteers,
Involved Residents, Board members and suppliers. This processing
supports our services to residents and other service users and enables us
to manage the business.
2.2 The “processing” of personal information is subject to the requirements
of the General Data Protection Regulations (GDPR) or any subsequent
regulations. Defined terms under GDPR are explained in Appendix 1 to
this policy.
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2.3 Connect has to comply with the seven Data Protection Principles when
processing personal data. The seven principles are set out and explained
in appendix 2 to this policy.
2.4 Any breach of confidentiality or security breach involving personal data
affects Connect’s reputation both as an employer and as a business. It
impacts on the trust of our customers and employees who have provided
us with personal details, often of a sensitive nature, about themselves and
their families. It also exposes Connect to regulatory action including fines.
2.5 In the event of a deliberate breach of confidentiality or security breach
individual employees can be guilty of data protection offences for
example if they knowingly obtain or disclose personal data unlawfully.
2.6 The following are examples of personal data






Customer and staff names, addresses, dates of birth, NI
numbers, etc.
Information about medical conditions, doctors’ notes, etc.
Tenancy agreements
Housing applications
Job applications









Service referral forms or electronic notes
Housing Benefit (or other benefit) application forms
Complaints
Notes recorded on our housing system
CCTV images
Photographs of residents or colleagues
Recorded telephone calls

2.7 All staff are required to read and understand the Staff Privacy Notice and
Policy, these documents explain how we use and manage staff’s personal
data within Connect Housing. Please see Appendix 12.
2.8 As well as helping us to comply with data protection legislation, we
believe that the guarantee of confidentiality to residents and service users
is fundamental to the trust customers and colleagues are able to place in
the organisation. In order to maximise this level of confidence, we will
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follow these guidelines for best practice in handling personal data which
are based on the Data Protection Principles:


Connect will hold only information that is relevant to the
business. We will make sure that service users are made aware
of the confidentiality policy at all appropriate times (e.g. at signup when they are given a copy of the Tenant Privacy Notice, in
the tenants’ handbook, when making reports of anti-social
behaviour, agreeing support plans, etc.). We will provide
sufficient information so that the service user is aware of what
will happen to the personal information that they provide. The
Tenant Privacy Notice will be available on the Connect Housing
Association website.



Personal data will only be obtained for specific and stated
purposes. Information obtained for a specific purpose will not
be used for additional purposes without specific consent.
We will make sure that the personal data collected is both
relevant to the reason for collecting it and is not excessive. All
personal data collected will be factual.
As defined in the fourth Data Protection Principle, we will keep
only personal data which is accurate and up-to-date. We will
rectify, erase or destroy inaccurate information.
We will not keep personal data for any longer than is necessary












for the purposes for which it was obtained.
We will respect individual’s rights under the GDPR, these are the
right to be informed, the right of access (Subject Access
Request), the right to rectification, the right to erasure, the right
to restrict processing, the right to data portability, the right to
object to processing and rights related to automated decision
making & profiling.
We will take all appropriate steps to make sure that no
unauthorised people can gain access to personal data. We will
do all that we can to prevent the accidental loss, damage or
destruction of the personal data that we hold.
We will normally obtain a service user’s (explicit) consent before
disclosing information about that customer to a “third party”
that is someone outside of Connect. In the interest of providing
“joined up services” we will seek general consent to share
personal data with other parties that are involved in the care of
service users such as social services or medical centres.
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There are times when a third party can request us to release
information about a service user without their consent for
example the Police, for the purposes of preventing and
investigating crimes, anti-social behaviour and catching and
prosecuting offenders or the prevention of fraud. We will
carefully check such requests and only share the information
that is relevant and required.

(See Appendix 2 for the seven Data Protection Principles).

3.

Security of All Information
1.

Business sensitive and personal data may be used and communicated in
a variety of formats, e.g. paper based, electronic, verbal, visual, etc. It is
essential that appropriate levels of security are used for all methods of
communication. The levels of security from lowest to highest may be
summarised as:


Level 1: Public
This is information that has been approved by Connect and is
available in the public domain, e.g. information on the
Connect website, customer information leaflets, annual
reports, etc. Although these documents may contain
information about the business, the information is not
business-sensitive. If these documents contain information
about individuals, it has been anonymised and cannot be used
to identify someone.



Level 2: Business-sensitive and Personal Data
All of this information either identifies current business issues
and practices or reveals personally identifiable data. Much of
the information at this level may be accessed by all members
of Connect’s staff team and it is all classed as confidential. A
security breach of this information would have a high impact
but a limited scope.



Level 3: Limited Audience
This information may be either business-sensitive or personal
data. It is available only to staff on a “need-to-know” basis.
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For example, only a limited number of staff need to have
access to the full criminal record of a specific tenant.
However, there may be aspects of that criminal record that
may be relevant and should be shared with the wider staff
team. A security breach of this information could have a very
high impact.


Level 4: Highly Confidential
This information may be either business-sensitive or personal
data. It is available only to specific named staff and only when
strictly relevant. A security breach of this type of information
could be business-critical with an extremely high impact on the
business. Or it could be life-critical for named individual(s).

3.2 The security level of specific information will be used to inform decisions
about access to view, amend or delete, set standards for data sharing,
and ability to print.
3.3 The security of paper-based information is ensured by following office
security procedures for example using locked filing cabinets and desks
and secure premises. Confidential information will not be taken off-site
without the specific permission of a member of Management Group for
level 2 and Leadership Team for levels 3 and 4. The security of verbal
communication (e.g. customer interviews, phone conversations, staff
discussions, etc.) and visual images (e.g. CCTV footage) is directed by
stated good practice. Detailed practical guidance is provided in the
procedures forming part of this policy.
3.4 The security and integrity of information held electronically on the
association’s network is governed by the ‘Acceptable Use’ policy.
Improper use of the association’s network means that the security,
functionality and integrity of all information stored by Connect is at risk
and any breaches will be viewed with great seriousness. The
‘Acceptable Use’ policy covers information accessed while on-site, in
main offices and at supported housing projects and off-site for example
at staff homes, tenant homes, etc. Access to electronic information off
site should be via Connect Housing laptops or by remote access
SSL/VPN.
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3.5 USB and other memory devices, CDs, DVDs and e-mail attachments
must not be used to either store or transfer information. If electronic
information needs to be saved or transferred to systems outside the
Connect network, specific Leadership Team level permission must be
requested and the information must be encrypted.

4

Responsibilities
4.1 All Connect colleagues including permanent and temporary staff,
contractors, volunteers, Involved Residents and Board Members have a
responsibility to make sure that they keep confidentiality as set out in
this policy. Guidance for Connect colleagues on the practical
implications of data protection are set out in Appendix 10 to this Policy.
For managers, in particular it is important to ensure that:
4.1.1 operational procedures reflect the correct application of
data protection requirements within teams that collect or
process personal data; and
4.1.2 periodic and ongoing monitoring checks are undertaken by
managers to ensure compliance with data protection.
4.2 All Connect colleagues including permanent and temporary staff,
contractors, volunteers and Board members will sign a confidentiality
undertaking (see Appendix 3 – Confidentiality Undertaking) before they
are allowed to access any type of confidential information.
4.3 Colleagues will not gain (or attempt to gain) access to information that
they are not authorised to have.
4.4 At the end of employment, all confidential information (in any format)
acquired by colleagues in the course of their employment will be
returned to Connect.
4.5 All information originated, amended or processed in any way for or
from the Board or committees is to be regarded as confidential. The
Chief Executive is responsible for ensuring that Board members adhere
to this policy.
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4.6 Any gross default or gross misconduct in connection with the
Confidentiality and Data Protection or ‘Acceptable Use’ policies and
procedure is a disciplinary offence and may result in employment being
summarily terminated.
4.7 Information Security personnel shall ensure that appropriate technical
and ICT organisational measures are in place to safeguard personal
data from unauthorised access, amendment or deletion.
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Confidentiality and Data
Protection Procedures
The procedures outlined in this section give guidelines on the maintenance of
confidentiality in all aspects of our work and the circumstances in which disclosure of
information may be necessary. It is expected that colleagues will also apply the
principles outlined in the Confidentiality and Data Protection and the Acceptable Use
policies in all aspects of their day-to-day work.
1. Telling Tenants about the Confidentiality and Data Protection Policy
2. Care of Confidential Information
3. Action When Breaches of Confidentiality Occur
4. Use of Alerts
5. Disposal of Information
6. Use of Interpreters
7. Use of Questionnaires and Surveys
8. Use of Forms
9. Disclosure of Information to Third Parties and data sharing
10. Data Subject Rights (access to and control over personal data)
11. Use of CCTV
12. Call recording
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1.

Telling Customers About the Confidentiality and Data
Protection Policy
1.1.

Tenants must always be advised about the confidentiality and data
protection policy at sign-up for any type of tenancy. (see Appendix 4,
for a “Tenant Friendly” version of the policy).

1.2.

If a tenant already knows at sign up that there is someone (a relative,
friend or support worker) who they would want us to discuss
information with regarding their tenancy, the customer must be asked
to sign a consent form advising us who they are granting consent to
share information with and in what situations (see Appendix 5a & 5b
for sample consent forms).

1.3.

The tenant must be advised which agencies we will normally share
information with and under what circumstances, e.g.





Local Authorities in connection with Universal Credit/Housing
Benefit
Utility Companies in connection with unpaid utility bills
The Police in connection with crime prevention and prosecution
of offenders
Other situations outlined in our information sharing protocols
(see Appendix 6)

In addition it should be explained to the tenant that we also have a number of
Data Processors that we share information with; these are organisations that are
instructed to complete work on our behalf, such as boiler repair companies,
builders etc. Usually the information that is processed will be limited to names
and addresses for the purposes of completing repairs, maintaining buidings etc.
1.4.

During the tenancy, a tenant must be advised about the confidentiality
policy when s/he:





Requests a third party to communicate with us on their behalf
Completes an anti-social behaviour complaint form
Completes a Universal Credit/Housing Benefit form
Signs onto a support scheme
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1.5.

Tenants who sign up for one of our supported housing or floating
support schemes must be asked to read and sign a confidentiality
consent form. The form explains the security around personal details
and the reasons for sharing this information. By signing the form, the
customer is authorising us to hold detailed personal files for the
purpose of support (see Appendix 7A).

1.6.

2.

All tenants (whether general needs, supported housing or floating
support schemes) must be given a copy of the Tenant Privacy Notice
(Appendix 7B) at sign-up. This document will also be made available on
Connect Housing Association’s website.

Care of Confidential Information
It is the responsibility of all colleagues including permanent and temporary
staff, contractors, volunteers and Board Members who are working with
confidential material to make sure that no unauthorised people have access to
it. Some basic precautions are listed below, but the list is by no means
comprehensive.
2.1

Verbal Communication


Private interview rooms must be used for discussions with
customers.



When speaking with customers over the telephone or in
reception, care must be taken when discussing confidential
matters in order to prevent others overhearing.



Personal matters relating to customers must not be discussed
outside the office or on mobile phones where other members
of the public may overhear the conversation.



When discussing issues regarding customers with other
members of staff, the issues that are discussed must be relevant
and shared only on a “need to know” basis, e.g. if a medical
condition is not relevant to the matter in hand, it must not be
disclosed.
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2.2

2.3

Remember that what you hear at work should stay at work.
You should not discuss work matters with friends and family.

Visual Accessibility


CCTV monitors and computer screens should not be placed
where members of the public are able to see the images or
information.



For areas that are open to members of the public, customer
information must not be left in view of visitors or other
customers at any time.



In all office areas, customer information must not be left on
desks, in filing trays or on the photocopier when you are away
from your desk. All confidential information must be locked
away at the end of the day.

Security and Storage of Paper-based Documents


All colleagues must ensure that confidential paper is filed as
quickly as possible in locked filing cabinets. Any information that
is waiting to be filed must be marked ‘Confidential’ and stored in
a locked unit



Within customers’ files, all third party information not to be
shown to the customer must be kept in an envelope marked
‘confidential’ and placed in a separate section of the customer’s
file.



In limited circumstances, colleagues or customers can request
that information is opened only in specific circumstances. This
information must be marked ‘To be opened only in the event
of…’.



Specific authorisation from a member of Management Group
must be gained before confidential documents can be physically
removed from the workplace.
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If colleagues are transporting confidential documents, care must
be taken to avoid leaving information in cars. Confidential
documents must be stored safely when not in the workplace to
ensure that no unauthorised person can see it.

2.4

Electronic Information -see the ‘Acceptable Use’ Policy for more detail


All terminals are password protected – passwords must not be
disclosed to third parties nor should visible records of
passwords be left in the vicinity of the machine.



While not at a Connect office or supported housing scheme,
electronic information must only be accessed using Connect
laptops or using remote access via SSL/VPN.



Confidential information must never be transferred to and
stored on USB and other memory devices, CDs, DVDs, etc.
unless on an Information Services Team approved device and
only if the information is encrypted.



Confidential information must not be sent outside the
Connect Housing Network by e-mail or by e-mail attachments
unless there is an information sharing protocol in place with the
recipient and the data is encrypted or otherwise protected.

3



Specific Leadership Team level permission must be obtained to
save or transfer information to systems outside the Connect
network. All such information must be encrypted.



See the ‘Acceptable Use’ Policy for more detail.

Personal Data Breach Procedure
A personal data breach ia a security incident that has affected the confidentiality,
intergrity or availability of personal data. GDPR makes it clear that when a security
incident has taken place, we MUST quickly decide whether a personal breach has
occurred and if so, promptly take steps to address it, including telling the
Information Commissioner’s Office (ICO) if required.
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3.1

Data Protection regulations place a duty on all organisations to report
certain types of personal data breaches to the ICO, within 72 hours of
Connect becoming aware of the breach (where feasible).

3.2

A personal data breach means a breach of security leading to the
accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of or access to personal data.

3.3

Therefore staff must inform their line manager as soon as they are aware
that a breach of confidentiality has occurred or when confidential
information has been lost.

3.4

The line manager must make the Business Assurance Officer aware at
the earliest opportunity (or Business Assurance Manager in their
absence).

3.5

If a confidential document is found, it must be placed in an envelope
marked ‘confidential’ and arrangements must be made to give it to a
relevant line manager as soon as reasonably possible.

3.6

Where a personal breach has occurred, we need to establish the
likelihood and severity of the resulting risk to a person’s rights and
freedoms. Where the likelihood is high then the ICO must be informed.

3.7

Any decision to report to the ICO must be agreed with the Leadership
Team. All decisions (to report or not to report) should be documented
on the data breach register with supporting reasons. If Connect requires
longer than 72 hours after becoming aware of the breach/loss, reasons
for the delay MUST be provided to the ICO.

3.8

Managers and Directors of Connect are responsible for taking immediate
action once they are aware that a breach of confidentiality or a data
breach. This includes, but is not limited to:




Completion of a data breach form which must be passed to the
Business Assurance Officer as soon as possible.
An investigation of the nature and causes of the breach/loss
The Business Assurance Officer will report to the Leadership
Team where any serious breaches have taken place with
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recommendations for required action, including reporting to the
ICO.








3.9

A decision about who else must be informed of the breach/loss.
This will be done inconjunction with the Business Assurance
Officer and/or Business Assurance Manager and Leadership
Team where the ICO may need to be informed
Informing the customer of the breach/loss if appropriate, and
providing the individuals with any necessary advice
Considering the potential adverse consequences (risks) to the
individual(s) if the personal data breach/loss is not addressed in
an appropriate and timely manner, and what remedial action
may be necessary.
Consider if its necessary to notify third parties ie Police.
Whether the breach/loss merits disciplinary action – intentional
or repeated accidental breaches of confidentiality by any
member of staff may be subject to disciplinary action.

A full report of the incident must be passed to the Business Assurance
Officer. A log of breaches and any remedial action required to prevent
similar breaches in the future is maintained by the Business Assurance
Team.

3.10 The Data Protection Working Group has oversight of all data breaches
and makes recommendations for improvement as necessary.
3.11 In the event of a breach, a service user has a right to complain to the
Information Commissioner, in addition to using Connect’s own
complaints procedure.
3.12 A service user can claim compensation if any harm has been caused by a
breach that results in:


The loss of personal data





Unauthorised destruction of personal data
Inaccurate personal data
Unauthorised disclosure of personal data

The courts may also award compensation for any distress that has been
suffered as a result of a breach.
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3.13 REMEMBER - Failing to notify the ICO of a breach when required to do
so can result in a significant fine of up to 10 million euros or 2% of
organisation’s annual turnover!

4

Use of Alerts
4.1

5

Alerts can be placed on the tenant database (in the tenant alert field)
and on house files for the following purposes:


To identify a service user’s specific needs, e.g. large print
letters, etc.




To alert colleagues and contractors to a potential risk
Information relating to Data Subject Rights, such as when a
tenant does not want to be contacted by post or phone.

4.2

All requests for alert fields must be sent to the Housing Liaison Service
Manager who is responsible for maintaining, reviewing and updating the
alert fields.

4.3

Care must be taken to ensure that alerts are factual, objective and up-todate.

4.4

As the alerts will be in indexed fields on the tenant database, colleagues
must be aware that the service user has the right to view the alert when
requesting access to information held about them.

Disposal of Information
5.1

Confidential information must be held only for as long as it is necessary
for the purposes for which it was obtained and relevant to the business
of Connect.

5.2

Any confidential paper records must be destroyed by shredding when
they are no longer relevant. Computer records should be purged
periodically in accordance with the Data Retention Policy.

5.3

The period for holding information is not prescriptive. Reviews of former
tenants’ files must take place every 5 years. Summarise relevant
information and dispose of unwanted paperwork securely.
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5.4

Recommended data retention periods are set out in the Connect
Housing Data Retention Policy.

6

6

Use of Interpreters
6.1

When employing an interpreter, we must ensure that the designated
person is acceptable to the service user.

6.2

When an outside agency is being used, the responsible staff member
must ensure that the agency understands and will follow our
Confidentiality and Data Protection Policy and Procedures. Staff must
advise the interpreter that any information obtained during the process
of translation must be regarded as confidential.

7

Use of Questionnaires and Surveys
7.1

When questionnaires request personal data, the questionnaire must state
clearly:







Who we are
Why the information is being requested
Who will have access to the information including any third
parties
Anything else that is relevant in the circumstances, for example
whether information will be sought from other sources or
disclosed to third parties
In all cases a Data Protection Impact Assessment (DPIA) should
be completed and passed to the Business Assurance Officer
before issueing new Questionaires and Survery’s to tenants.
This is to ensure that we are not breaching data protection and
Privacy and Electronic Communications Regulations. For further
information on completing DPIA’s please refer to the DPIA Policy
and Procedures, or contact the Business Assurance Officer.

7.2

The following paragraph may be used and adapted as required:
“The information we receive will be used by
Connect Housing to assist us in the provision of a
high standard of services to our customers. The
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information may be monitored and may be subject
to audit. It may also be shared with Board Members
and/or other departments or agencies in order to
process the information given and to improve our
services. The information will be stored and kept in
accordance with our Confidentiality Policy and
Procedures.”

8

Use of Forms
8.1

When forms such as housing applications, data validation forms, ASB
reports, etc. request personal data, the procedures relating to
questionnaires (see 7 above) will apply. In each instance, the service user
must be clear about the purpose for which the information will be used
and that we will use it only for this purpose or purposes and nothing
else.

8.2

When appropriate, there must also be an additional sentence which
informs the service user that the information may be used for the
prevention and detection of crime:
“Connect Housing is under a duty to cooperate in
the detection and prevention of crimes , including
anti-social behaviour and fraud prevention. We may
share information with other organisations to that
end.”

9

Disclosure of Information to Third Parties
Connect regularly receives requests for information about our service users from
external agencies and other third parties. Colleagues must exercise great care
and caution in the disclosure of any information relating to a service user to a
third party. The more sensitive the personal data, the more serious are the
consequences if there is an unauthorised disclosure.
In principle, Connect will not disclose any personal data without first obtaining
written consent from the service user (see Appendix 5b, Consent form for third
party disclosure requests). If you are asked to disclose confidential personal data
without first obtaining consent, you must consider the following guidelines.
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9.1

Questions to ask in order to clarify if disclosure is appropriate


Do we have a statutory obligation that means we are required
by law to disclose certain information, e.g. to the Police or
Universal Credit/Housing Benefit? If yes, disclose the
information.



Is it necessary to disclose relevant information to other
organisations for the purposes of the prevention and the
investigation of crimes (including anti-social behaviour) and for
the apprehending and prosecution of offenders? If yes, disclose
the information.



Was the service user made aware when the information was
obtained that it could be passed, under certain circumstances,
to other agencies? Does the request fall inside the possible
circumstances and uses of which the service user was notified
when the information was obtained? If yes, disclose the
information. If no, contact the service user for their consent
explaining the circumstances of the enquiry.



Are there concerns about risks to safety, particularly in areas of
child and adult protection? If yes, disclose the information.



Do we have an information sharing protocol (see Appendix 6)
in place with the third party (e.g. police, support agency, etc.)?
If yes and the information requested is covered by the protocol,
then disclose the information.



Do we have written permission from the service user on record?
Is the service user physically with the third party and can they
confirm that they are willing for the disclosure to the third
party? If yes, disclose the information.



Is the information already available to the public? If yes,
disclose the information.



You should still consider the points at 9.2.
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9.2

Information required before a disclosure can be made


Establish that there is a genuine need to know. Check that the
request clearly outlines the information needed and the reason
that it is required.



Verify the identity of the person making the request. Take a
name, address and general switchboard telephone number so
that the person can be called back at their work place – do not
take a direct number as this will not confirm who the person
works for. If they are in Connect offices, look at their I.D. and
photocopy or record details from it.



9.3

Whenever possible, obtain the request in writing and respond in
writing.

Decision to disclose without consent
When decisions are made to disclose information without consent, the
fact of the disclosure and the reasons for it, must be recorded. If a
decision to disclose information relating to a colleague is made, Human
Resources must record the reason for disclosure in the relevant personnel
file. If a decision to disclose information relating to a service user, it must
be recorded in the house file and on the tenant database. Care must be
taken that all recorded information is factual.

9.4

Requests from general callers, friends, relatives


If someone phones saying that they are a service user and
requesting information, always check their identity by asking for
their full address, date of birth and other personal information
to confirm their identity for example the approximate start date
of their tenancy or their tenant reference number. If there is
any doubt that the caller is not the customer, no information
must be given.



In the case of family and friends, do not share any information
unless the service user has given written permission for that
person to act on their behalf. If the service user is with the
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enquirer in the office, ask the service user to complete a consent
form. If the enquiry is over the phone and the customer is with
the person phoning, ask to speak to the customer. Ask the
customer to confirm their identity following current procedures
for example their date of birth, full address, and date of birth of
one other household member (if applicable). If you can confirm
their identity, ask them to confirm that they are willing for you
to discuss their information with the third party. Record what
they say. This will provide an audit trail and help us deal with
any future queries.


If we cannot obtain consent and if we know the person the
caller is trying to contact, offer to forward a letter or, in genuine
emergencies, offer to pass on a telephone message.



If a family member is paying the rent for a tenant, it is between
the tenant and the person paying the rent to share information
as to the status of the account unless there is written consent.
If the person paying is setting up a direct debit, the bank
account holder must be provided with information about the
amounts which will be withdrawn.



Callers may request confirmation that a particular person is
living at a specific address, to which the answer would be a ‘yes’
or ‘no’. The same principles apply to a yes/no type of question
as to other more general questions. If we would not provide
the caller with an individual’s address over the telephone, or
state who is living at a particular address, then we would not
normally confirm that an individual lives at a particular address.

9.5

Written Requests and Letters


Letters from lending institutions (banks, building societies or
loan companies) which request a reference must be
accompanied by a signed and dated authorisation from the
customer (see Appendix 5b).
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If there is no specific authorisation, we must request the
customer’s written authorisation before a reference can be
provided.

9.6

Requests from Housing Benefit/Universal Credit Departments
The following information can be disclosed on the basis of our
information sharing protocols:

9.7




Tenancy start and end date (where applicable)
The weekly or monthly rent payable





Details of any direct payments received from the benefits office
Resident’s previous address if relevant to the history of the claim
Other information that the association is aware of which may
have a bearing on the claim and, if not disclosed, may lead to a
fraudulent claim, e.g. details of lodgers, commencement of
employment, residence abroad for an extended period.

Requests from Utility Companies


Former tenants - Sometimes we receive notification of court
action due to unpaid bills. Utility companies may contact us as
they look for former tenants. In this situation, the tenancy end
date and contact details of former tenants may be passed to a
utility company so long as the Privacy Notice given to the former
tenant explained that this is what we would do.



New tenants – It is in the interest of Connect to make sure that
utility charges are directed to those responsible. If the utility
company asks for the name and tenancy start date for a new
tenant, this information can be given. Our Tenant Privacy Notice
shall explain this to tenants at sign-up.



Current tenants - The utility contract is between the tenant and
the utility company. If the company calls because they want to
know when a particular tenancy commenced, we can offer to
send the tenant a consent form in order to allow us to disclose
the information verbally. Alternatively, we can suggest that the

Version 10: Confidentiality and Data Protection Policy & Procedures- May 2018

company contacts the tenant direct and asks for a copy of the
tenancy agreement which will clarify the tenancy start date.
Staff requiring any advice regarding requests from Utility Companies should
contact the Business Assurance Officer.
9.8

Requests from the Police
The association has an information-sharing protocol with the police
which allows the formal exchange of information. The Senior
Neighbourhood Housing Officer or service manager (for supported
housing schemes) must be consulted about such exchanges.
If the police are investigating a crime or anti-social behaviour and
formally approach the association, we will provide them with the
information that they reasonably require so long as the request is made
in writing with details of the badge number of the officer making the
enquiry. Whenever the police request information about a customer, we
will try to obtain the request in writing (by letter or fax) and establish
specifically what information is required and why it is required.
For police requests for access to premises in supported housing schemes,
see Appendix 8

9.9

Requests from Social Service Departments and Health Services
Assess the risk of disclosure against non-disclosure, particularly if child
and adult protection are involved. Do not pass on any information of a
sensitive nature (e.g. medical conditions) without the customer’s specific
consent, except when there are concerns about risks to the person
concerned or anyone else if the information is not disclosed.

9.10 Informing Contractors
The provision of limited customer personal data to a contractor in order
to facilitate an arrangement about access is not unreasonable and is not
a breach of confidentiality so long as the customer is informed that this
will happen. The contractor must not use the number for their own
personal reasons or for any other purpose.
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Alerts must also be shared with contractors.
9.11 Proactive Disclosure of Information to Third Parties
If staff have specific and detailed concerns about child or adult
protection issues, these concerns must be disclosed to the relevant social
services department.
Staff must proactively disclose information to third parties:


when it is necessary to protect the vital interests (life or death)
of that tenant, other tenants, staff, contractors, or other third
parties.

10



when it is in the public interest (for example, when the
customer may be thought to be a danger to the public and we
are in a position to inform the relevant authorities).



to comply with any legal obligation to which the Association is
subject, e.g. the Fraud Act.

Data Subject Rights
10.1 Data Subjects are people whose personal data are stored or being processed, for
example, name, address, date of birth or medical information is considered personal
data. Connect Housing has an obligation under the General Data Protection Regulation
(GDPR) to protect this information. See Appendix 11 for the Data Subject Rights
procedures.
10.2 All employees are responsible for ensuring that any Data Subject Rights requests
are passed to the Business Assurance Officer without delay. Any complaints made in
relation to the scope of this policy should be reported to the Business Assurance
Manager for resolution.The Business Assurance Officer is responsible for dealing with all
Data Subject Rights Requests in line with this policy.
10.3 Connect Housing has the contact details of its Business Assurance Officer
published on its website(s), clearly under the ‘Contact us’ section. We have clear
guidelines on this website page that enables data subjects to lodge a subject rights
request or a complaint.
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10.4 Connect Housing clearly provides data subject(s) with its Privacy Policy by
publishing it on its website(s) (see Appendix 7B), and relative to the Data Subject Rights
and complaints procedures.
10.5 Under the GDPR, data subjects have the right:
 To be provided with any and all information held about them, within one
month and free of charge – see Data Subject Access Request (DSAR) Sample
Form and Data Subject Access Request (DSAR) Checklist.
 To delete or erase their personal data, where appropriate, within one
month and free of charge – see Data Subject Deletion/Erasure Request
Checklist.
 To have incorrect or incomplete information rectified, within one month
and free of charge – The information in question will be rectified and the
data subject informed in writing, when the request has been completed.
 To have any or all processing of their personal data restricted – Processing
will be suspended until the processing in question has been resolved or the
restriction has been lifted.
 To object to processing, including marketing, automated decisions and
profiling – When such a request is received from a data subject Connect
Housing will, without undue delay, comply and stop such processing.
 To have their information made available in a readable format and
portable to another organisation Connect Housing will respond so such
requests by providing the requested information in a Comma Separated
Variable (CSV) file format. Where it is not technically feasible to transfer the
data to another organisation, Connect Housing will treat the request for data
portability as it would a data subject access request.
 To lodge a complaint with the supervisory authority (ICO). All complaints
will be investigated following Connect Housing’s Complaints Procedure.
 To a fair judicial remedy if their complaint is not resolved or handled to a
satisfactory standard – Any such complaints will be handled by the Business
Assurance Manager, taking legal advice, including liaison with the
supervisory authority (ICO) or the applicable appointed court of law.
 To claim compensation from the controller, processor or the supervisory
authority for infringement of their rights. Any such complaints will be
handled by the Business Assurance Manager, taking legal advice, including
liaison with the supervisory authority or the applicable appointed court of
law.
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10.6 Data subjects can complain about:
 how their personal data have been processed;



how their request for access to data has been handled;
how their complaint has been handled;

Any complaints will be handled by the Business Assurance Manager in compliance with
Connect Housing’s Complaints Procedure.

11 Use of CCTV
11.1 All offices and support schemes that use CCTV cameras must make sure
that all electronic records made are stored, viewed and deleted in
accordance with the ICO CCTV code of practice. Responsibility to
ensure that this good practice is followed and that all staff are clear
about the procedures rests with the relevant Service Manager and Head
of Support Services for supported housing schemes and with the
Information Security Manager for the main office bases.
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Appendix 1
Terms Used in the Data Protection Act

Commissioner:

The Information Commissioner (“ICO”) is the UK’s independent
authority set up to uphold information rights in the public
interest, it promotes openness by public bodies and data privacy
for individuals. The ICO reports directly to Parliament. The most
relevant part of the Commissioner’s duty is to ensure that data
controllers are working in accordance with Data Protection
regulations.
Data Protection Helpline: 0303 123 1113
https://ico.org.uk/

Data Controller:

This refers to the Registered Social Landlord as the person/people
who determines the way in which the information will be
processed. All Data Controllers must pay a fee to the ICO unless
they are exempt.

Data Processor:

This refers to any person or body that processes information on
behalf of the Data Controller but who does not work for them.
This includes contractors, researchers, mailing houses etc

Data Subject:

This means the individual that the information is about or relates
to. (A person who is deceased is not a data subject.)
Examples of ‘data subjects’:




Existing tenants (regardless of tenancy type)
Ex-tenants
Leaseholders








Licensees
Applicants
Past, present and future survey respondents
Clients receiving support
Colleagues
Board Members
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Explicit Consent:

This is also known as express or direct consent. This means that
the data subject has unambiguously expressed their agreement to
action we propose to take with their information. Sufficient and
clear information must be given to the customer so that they
understand what will happen to their personal data and can then
decide if they want to give consent.

Freedom of
Information Act
2000:

The Act requires public bodies to publish specific sets of
information. In addition, it gives members of the public the right
to request, in writing, other information held. Public authorities
must reply within 20 days to advise if they have the information
requested. If someone is asking for personal data, they should
request it under the Data Protection Act and not the Freedom of
Information Act. The Act does not currently apply to Registered
Social Landlords (RSL) as RSLs are not deemed to be public bodies
for the purpose of the Act.
However, we may be affected in 2 ways:
1.

2.

Personal Data:

A public body (such as a local authority) with whom we
have a contract may receive a request to disclose
information which includes information about the
Association. The Association must clearly define in contracts
with public bodies what information we require to be
treated as confidential and commercially sensitive.
The Association may wish to request information from a
public authority under the Act.

This is information that identifies a living person or which can be
used with other information to identify a living person.
Examples of Personal Data:






Age
Name and contact details
Marital Status
Housing history
Household type
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Processing:




Economic Status
Benefits Information



Attitudinal Data

“Processing” means any activity involving personal data including
obtaining, holding, using, disclosing and deleting it.

Nothing has to be actually done with personal information when
it is “processed”. GDPR is implicated by merely holding the
information.

Special
Categories of
Personal Data:

Some data is more personal and intimate than other data. GDPR
recognises this and has additional requirements for handling this
information appropriately.
Special categories of personal data includes:






Racial or ethnic group of the data subject
Political opinion of the data subject
Religious or philosophical beliefs
Whether the customer is a member of a trade union
Physical or mental health




Sexual life
Genetic and Biometric information such as fingerprints and
retina scans

Note: Personal data relating to criminal convictions and offences is not considered as
special categories of data under GDPR, however there are similar safeguards that apply
as processing can only be carried out under the control of the official authority.
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Appendix 2
Seven Data Protection Principals
1. Requirement that
processing be lawful
and fair

Personal data must be processed lawfully, fairly and
transparently and must not be processed until certain
conditions are met.
In particular, specific information must be provided to
the data subject at the point of capturing personal
data, this should be provided in a Privacy Notice. This
is the identity of the data controller (Connect
Housing), the data that is captured, the purposes for
which the data will be processed, whom it will be
shared with, the rights of data subjects and any other
information relevant in the circumstances for example
any other sources we might use to supplement the
data such as social services or local housing benefit.
When the customer is providing us with personal
information, they must be fully aware of the
consequences of giving or not giving that information.
The Association must provide enough information to
ensure that the customer understands what will
happen to the information that they are being asked
to provide.
In addition, to comply with this principle, at least one
condition from the Schedule below must be met. The
Association must have at least one legitimate basis
for the processing of data.
Schedule:
 The data subject has given their consent
 It is necessary for the performance of a contract to
which the data subject is a party or in order to take
steps at the request of the data subject prior to
entering into a contract (e.g. a tenancy agreement,
to deliver support services to a tenant).
 It is necessary for compliance with a legal
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obligation to which the controller is subject (e.g., it
is necessary by law for the Association to hold
information about the immigration status of its
employees as the Association must have
confirmation that the employee is legally entitled to
work in this country.);
 It is necessary to protect the vital (life or death)
interests of the data subject or of another person.
 It is necessary for the performance of a task carried
out in the public interest (e.g planned maintenance
and repairs)
 It is necessary for the purposes of the legitimate
interests of the Data Controlleror or by a third
party. (e.g to comply with any legal obligation or
when the customer may be thought to be a danger
to the public, the Association would be in a
position to inform the relevant authorities).
It is very important to establish and be clear about the
legitimacy of the interests pursued by the data
controller or the third party. The processing will be
unwarranted where such interests are overridden by
the interests or fundamental rights and freedoms of
the data subject which require protection of personal
data (in particular where the data subject is a child).
Example: Processing is not ‘fair’ if:



The data subject was misled or deceived
The subject is not provided with information
about:
1. The identity of the data controller (i.e. the
Association)
2. The purposes of processing (i.e. if we say
what we want the information for and the
consequences of giving it)

If the data is considered to be a special catergory of
personal data at least one condition from the
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Schedule below must also be met.
Schedule:





Data subject has given their explicit consent
The data has been made public by the data subject
It is necessary due to employment law
It is necessary to comply with legal obligations that
the data controller is subject to
 It is necessary to protect vital (life or death)
interests of the data subject where consent cannot
be given
 It is necessary for reasons of public health and for
medical purpose by a person who owes the same
duty of confidentiality as a health professional
 It is necessary due to legal proceedings for
obtaining legal advice or defending legal rights
 It is equality data to ensure that equal rights are
maintained whilst ensuring safeguards for the
rights and freedoms of tenants.
 It is necessary for other reasons of substantial
public interest

2: Requirement that
purposes of
processing be
specified, explicit
and legitimate

The purposes of personal data collection must be
legitimate, explicitly documented, and specified.
Personal data must not be handled in any manner that
is incompatible with the stated legitimate purposes.
Example: When data is processed, it must be for the
purpose originally stated. If a tenant has been told, ‘I
need this information for your complaint’, staff cannot
use it as evidence in an anti-social behaviour case.

3: Requirement that
personal data be
adequate, relevant
and limited to what
is necessary

Companies must only collect the volume of personal
data that is adequate and relevant to the purpose for
which the data is collected. The personal data
collection must be limited to the extent that is
necessary to fulfil the stated legitimate purpose.
Example: When speaking with a tenant, staff must
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always ensure that the information recorded is factual.
Conversations that include information which is not
relevant to the purpose (such as gossip or hearsay)
must not be recorded.

4: Requirement that
personal data be
accurate and kept
up to date

Personal data must be accurate and kept up to date.

5: Requirement that
personal data be
kept for no longer
than is necessary

Personal data processed for any purpose must not be
kept longer than is necessary for that purpose in
accordance with the Data Retention Policy.

6: Requirement that
personal data be
processed in a secure
manner

Data collectors and processors must ensure the
personally identifiable data of European citizens is
collected, processed and stored in a manner that
guarantees appropriate security of the data.

1.
7: The controller shall
be responsible for,
and be able to
demonstrate
compliance with all
of the above
principals
(accountability)

Example: Client data validation exercise on ethnic
origin and household composition. If a tenant viewed
their file and found the data recorded was not
accurate, they have the right to ask us to change it.

In practice , it means all data controllers must have
appropriate technical and organisational measures to
be compliant with GDPR
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Appendix 3
Confidentiality Undertaking

Memorandum

To:

All Staff, including Agency , Casual Workers
and Volunteers

From:

Helen Lennon

Date:
Subject:

Confidentiality Undertaking

In view of the importance of confidentiality and data protection, a declaration is
required annually for all staff, in addition to being required at induction for new staff.
This is to ensure the Association minimises the chances of confidentiality and/or data
breaches, and to ensure all the Association’s employees and workers understand what is
expected of them in terms of confidentiality.
Please ensure you have read and understand the attached policy, sign the declaration
attached separately to this email/memo, and return this declaration by …… to Lizzie
Smith, Executive Assistant.
If you have any queries about this document please contact Liz Power, Senior Manager –
Business Assurance on 07985 887523 or by email at liz.power@connecthousing.org.uk
Thank you
Helen Lennon
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Confidentiality Undertaking
Introduction
Connect has a Confidentiality and Data Protection policy that outlines the principles,
both legal and ethical, under which it collects, holds and uses both business-sensitive
and individuals’ personal data, and the rights of the individual. Connect has published
a Privacy Notice and Privacy Policy for staff and Privacy Notice for tenants which states
how Connect processes personal data and the legal basis for doing so. Connect’s
Confidentiality and Data Protection procedures outline the operational implementation
of this policy in the more detailed, day-to-day work of the association. The Acceptable
Use Policy protects the security and integrity of the information held electronically on
the association’s network.
All Connect colleagues are required to read and grasp the application and use of these
policies and procedures at the beginning of their employment. Colleagues are then
asked to confirm compliance with the undertaking via i-connect (or any other system in
place) to confirm their intention to abide by both the principles and practice of the
Confidentiality and Acceptable Use policies and procedures. Colleagues must
understand that these principles and their practice are fundamental to their employment
and to the work of the association and that any breaches may have severe repercussions
for the association, its customers and its staff.
Connect would suffer loss of reputation and trust as well as being open to regulatory
and legal action if personal information is misused. Colleagues may be liable for the
criminal offence of unlawful obtaining or disclosure of personal data if information in
Connect files is misappropriated or misused.
The amount and type of personal data held about customers could easily wreck lives if
misused.
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Business sensitive Information
1.1 As part of running our business, Connect uses business sensitive
information about our future plans for development and our likely
financial performance. We also develop strategies to manage risk. This
information is confidential to Connect and its disclosure to other parties,
whether accidentally or on purpose, is potentially damaging. Therefore,
this type of work is confidential and must be protected from disclosure.
1.1 Both paper records and information held on computer are business
sensitive. Some examples of business sensitive information include the
following. You may be aware of other examples.







Board and Committee papers
Any financial information that is not in the public domain
Performance reports
Development plans
Consultants’ and auditors’ reports
Research data and analysis

Staff MUST NOT pass on business-sensitive information gained in the course of their
employment to any person or company outside of Connect except in special
circumstances when we are working with that third party and only then agreed in
advance with a member of Management Group. This does not affect normal working
procedures when information is shared with government agencies and local authorities
in accordance with agreed protocols.
Personal Data
2.1 Connect processes personal information relating to service users, tenants
and colleagues such as staff, contractors, temporary staff, volunteers,
Involved Residents, Board members and suppliers. This processing
supports our services to residents and other service users and enables us
to manage the business. In some circumstances, we may carry out
monitoring of data in order to manage the business effectively and
improve our services, for example when using online communication
tools.
2.2 .The “processing” of personal information is subject to the requirements
of the Data Protection Act 1998 and from May 25th 2018, General Data
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Protection Regulations. Defined terms are explained in the Data
Protection & Confidentiality Policy & Procedures. Connect has to comply
with the seven Data Protection Principles when processing personal data.
The seven principles are set out and explained in the policy. Any queries
regarding this should be directed to the Business Assurance Officer.
2.3 Any breach of confidentiality or security breach involving personal data
affects Connect’s reputation both as an employer and as a business. It
impacts on the trust of our customers and employees who have provided
us with personal details, often of a sensitive nature, about themselves and
their families. It also exposes Connect to regulatory action including fines.
2.4 In certain circumstances individual employees can be guilty of data
protection offences for example if they knowingly obtain or disclose
personal data unlawfully.
2.5

The following are examples of personal data
 Customer and staff names, addresses, dates of birth, NI
numbers, etc.
 Information about medical conditions, doctors’ notes, etc.
 Tenancy agreements
 Housing applications
 Job applications
 Service referral forms or electronic notes
 Housing Benefit (or other benefit) application forms






Complaints
Opinions recorded on our housing system
CCTV images
Photographs of residents or colleagues
Recorded telephone calls

All such information MUST be recorded and processed to accord with the Association’s
Confidentiality and Data Protection Policy and Procedures.
Security
The security of paper-based data is ensured by the use of locked units and secured
premises. The security and integrity of the information electronically on the
association’s network is governed by the Acceptable Use policy. When not at a Connect
Housing site (i.e. offices or a supported housing scheme), confidential electronic
information should only be accessed using Connect Housing laptops or by remote
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access via SSL. Confidential electronic information must not be transferred out of the
Association’s protected network without the specific permission of a member of
Management Team. If permission is given, the information must be encrypted. This
means that no confidential information should be stored in an unsecured manner – USB
and other memory devices, CDs, DVDs and e-mail attachments MUST NOT be used
unless permission has been given and the information has been encrypted.
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Declaration
 I declare that I have read and understand the association’s Confidentiality and
Data Protection policy and procedures and the Acceptable Use policies and
procedures and the details in this undertaking.


I declare that it is my intention to abide by both the principles and practice
outlined in the Confidentiality and Data Protection policy and procedures and
the Acceptable Use policies and procedures and in this undertaking.



I acknowledge my responsibility as an employee of Connect to keep both
business-sensitive and personal data in whatever format I process and use them
as confidential – I will do my utmost to ensure that all this information is
protected from disclosure.



I understand my employment may be terminated by the association in the event
of any gross default or gross misconduct by me in connection with the
Confidentiality and Data Protection policy and procedures and the Acceptable
Use policies and procedures and this undertaking that results in an impact on
the business of the association or distress to its staff and customers.



I understand that any business-sensitive or personal data that I acquire in any
format in the course of my employment is the property of the association and
must be returned to the association on the termination of my employment.
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Appendix 4
Customer Confidentiality Leaflet
You give us lots of personal information and details so we can give you our services as a
landlord or as a support provider. We believe the guarantee of confidentiality is basic to
the trust that you place in us. Respect for you and taking responsibility for how we
handle your details are both central to our values. We are also required by law to
protect the information that you share with us.
We promise
 We will ask only for information we need so we can give you the services
that you need.
 We will always tell you why we need the information and what we will
do with it.
 We will not use it for anything else.
 We will only record factual, up-to-date information.
 We will correct any information you tell us is wrong or out-of date.
 We will do as much as possible to keep the information you give us safe
and secure.
 If someone asks us for information about you, usually we will ask your
permission before we tell them anything; unless we have a data sharing
agreement in place, it is necessary to carry out the obligations of our
contract with you, or one of the other exemptions under the General
Data Protection Regulation apply.
 We will not keep the information you give us for any longer than we
need to.
 We will let you look at the records we hold about you so that you can
check it is accurate and that we are using it correctly
If you want us to share your personal details with someone, you will need to tell us. We
will then make an agreement with you about what is shared. On the other hand, there
may be specific things you do NOT want us to share under any circumstances. We will
ask you to make this clear.
We know that you understand that there are some very limited occasions when we have
no choice but to pass on information. Examples would be when:






We have concerns about the abuse of children or vulnerable adults
We have concerns about serious hazards to health and safety;
We are legally required to pass on tenancy details;
The police require us under law to share information about criminal
activity.
Please be assured that we DO take your rights to confidentiality
seriously. And please do ask staff if you would like a full copy of our
Confidentiality Policy.
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The small print:
Connect Housing Association is a Data Controller; therefore we pay an annual fee to the
Information Commissioners Office. As a data controller, this means that Connect
Housing Association determines how the personal data that you provide to us will be
used to carry out the business of the organisation. We have a limited number of “data
sharing agreements/information-sharing protocols” with other organisations—these are
mainly linked to shared services that we give to you and your community. The partners
in these protocols must keep the shared information confidential. If there is such a
protocol in place for information that you are telling us, we will tell you about it. You
always have the right to refuse to give us specific information. In many cases, this may
not affect our ability to give you a service. However, in some cases, there may be
repercussions of NOT giving us the information (e.g. we cannot consider your
application for a house, we cannot deal effectively with your report of anti-social
behaviour, we cannot offer you the support that you are asking for, etc.). We will tell
you if this is the case so that you can make a considered decision. But we do promise
not to ask or any more information than we actually need.
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Appendix 5a
Disclosure Consent Form (Request by
Customer for Disclosure to a Third
Party)
To:

Connect Housing Association

Re: Authorisation Request
I,

____________________________________________________

Of (address) ____________________________________________________
____________________________________________________
____________________________________________________
Authorise you to discuss matters relating to my tenancy with the person(s)
named below until further notice.
Name(s)
____________________________________________________
Of (address) ____________________________________________________
____________________________________________________
____________________________________________________
Contact tel: ____________________________________________________
The type of information I want you to tell them is:

Signed: _______________________________________________________
Date:

________________________________________________________
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Appendix 5b
Disclosure Consent Form (Request by
a Third Party for Disclosure of
Customer Information)
To enable Connect Housing Association to comply with the Data Protection Regulations,
we require your permission to disclose personal details about you.
Information has been requested about:
Name(s):
Address:

The person/organisation requesting the information is:
Name:
Address:
The specific information requested is:
(eg name, address, NI number etc.)
The reason that they are asking for this information is:

By signing this form you are allowing Connect Housing Association to provide this
specific personal information about you only to the above named person/organisation
for the specific reason(s) that they have stated. If you need help to understand this
form, please contact Connect Housing Association.
Name:
Address:

Date:
Signed:
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Appendix 6
Information Sharing Protocol
A protocol is an over-arching framework for sharing information about customers with
other agencies. Any protocol must be designed to protect the customer and to ensure
compliance with the General Data Protection Regulations or any subsequent data
protection law. The Association must establish information sharing protocols when
information is being shared regularly between organisations.
By ‘information sharing’ we mean the disclosure of data from one or more organisations
to a third party organisation or organisations, or the sharing of data between different
parts of an organisation. Data sharing can take the form of:
 a reciprocal exchange of data;
 one or more organisations providing data to a third party or





parties;
several organisations pooling information and making it available
to each other;
several organisations pooling information and making it available
to a third party or parties;
exceptional, one-off disclosures of data in unexpected or
emergency situations; or
different parts of the same organisation making data available to
each other.

Some data sharing doesn’t involve personal data, for example where only statistics that
cannot identify anyone are being shared. GDPR does not apply to that type of sharing.
When an information sharing protocol is being devised, the following factors must be
taken into consideration:



Establish clear purposes for sharing the information and do not deviate from these
purposes.
Establish how customers will be informed about the existence and purpose of the






protocol.
Be clear about which organisations the protocol will apply to.
Be clear about the ways in which information will be transferred between users.
Designate staff who will administer and be involved with the protocol.
Establish contacts for advice and guidance.

The benefits of protocols include:
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Helps to promote sharing. The relevant parties should not restrict the flow of any
information that will contribute to higher levels of service delivery for which the
protocol was designed. Any restrictions must be outlined from the outset.
Helps to ensure that all parties are complying with legislation and good practice
guidance. The Association can be confident that all other agencies with whom
information is being shared are also complying with the GDPR.
Simplifies sharing arrangements. By providing specific guidance and a framework,
the agreement can be tailored to specific service areas.
Provides a risk/harm minimisation tool.

Guidance and advice about Information Sharing Protocols and Data Processing
Agreements can be obtained from the Business Assurance Officer. The Business
Assurance Officer keeps a register of all current Information Sharing Protocols. Copies
of new protocols must be sent to the Business Assurance Officer and s/he must be
informed when any protocol ends.
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Appendix 7A
Privacy Notice and Consent form
(Supported Housing)
I have read the information on confidentiality in the Tenant Handbook and I
understand the contents.
Whilst I am supported by the service I understand that you will respect my rights to
confidentiality. Any information will be deemed confidential unless I decide it may be
shared. I understand that information about me may need to be shared with other
organisations and that you will only do this with my consent.
I understand that, on certain occasions, organisations which fund the support service
may need to look at my file. This will only be to verify work is actually being done for
funding purposes and they will not be extracting any personal information.
I also understand that there are occasions when staff have no alternative but to pass
on information. For example, staff may be required to disclose information about:





Possible child abuse.
Abuse of vulnerable adults.
Certain types of criminal activity.
Health and safety hazards.

Under the terms of the General Data Protection Regulation 2016 or any subsequest
data protection laws, I give Connect Housing Association permission to store
confidential details including information relating to my health as I understand that this
is necessary for my support.
Tenant Name:
Signature:
Date:
Support Worker Name:
Signature:
Date:
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Please Note:
If you give consent, but want to put a limit on the type of personal information that is
shared, or who it is shared with, please write the details below:

Police can search premises in a variety of circumstances, including:
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APPENDIX 7B

Tenant Privacy Notice
PROTECTING YOUR PRIVACY
Connect Housing Association is committed to protecting the rights to privacy of its
tenants. We appreciate the importance and confidentiality of the personal information
that you disclose to us. This includes when accessing the Association’s services, signing a
tenancy agreement or visiting our website, we will always take great care to fulfil our
responsibilities under current Data Protection legislation.
ABOUT US
Connect Housing Association is a Data Controller with its registered address at 205
Roundhay Road, Harehills, Leeds, LS8 4HS, United Kingdom; Telephone Number 0300
5000 600. As a data controller, this means that Connect Housing Association
determines how the personal data that you provide to us will be used to carry out the
business of the organisation.
WHAT PERSONAL DATA DO WE HOLD?
The information we hold on our records concerns our relationship with you. For
example:










We hold names and dates of birth, photographic ID and information about your
previous housing circumstances to assess housing applications
We hold your contact details so we can communicate with you, and to keep you
informed about other services we offer which may be useful to you
We record information about your needs and requirements to ensure our services
are accessible; that we take account of any support needs in our dealings with
you; and to improve our communications with you. For example, if you are
involved with a carer or social worker, if you need adaptations in your home, if
you need large print or translated text
We record information to help us to deliver housing management services
including reports of anti-social behaviour, in order to investigate complaints,
change in circumstances e.g. if you have a medical need which means you need
to move
We keep financial records about the amount of money you have paid us; any
amount(s) outstanding and associated recovery action. Depending on your
chosen method of payment, we may hold your bank account details
We may hold information about you if you are engaged with our additional
guidance and support services. For example, in connection with access to training
and employment we may hold information about your job history and skills and
experience, or if we support you to improve your financial circumstances, we may
hold information about your household income and expenditure
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We may hold recordings of your telephone calls to us, as some calls are recorded
for training and monitoring purposes so we can ensure we’re delivering a good
service.
We may capture your image on our CCTV systems if you visit an estate, office or
community facility which is covered by this facility.
We may carry out insight and satisfaction surveys to help us to monitor our
performance and to improve our services to our customers.
Call recordings and CCTV recordings will be held in accordance with our
Information Security and Data Protection Policy before being erased.

This list is not exhaustive, as we hold records of most contacts we have with you, or
about you, and we process this information, so we can deliver services to you. Generally,
the information we hold will have been provided by you (on application or enquiry
forms or when we communicate with you), but we may also hold information provided
by third parties where this is relevant to your housing circumstances e.g. from social
workers and health professionals (e.g. doctors and occupational therapists).
We will only ask for personal information that is appropriate to enable us to deliver our
services. In some cases, you can refuse to provide your details if you deem a request to
be inappropriate. However, you should note that this may impact our ability to provide
some services to you if you refuse to provide information that stops us from doing so.
HOW WILL WE USE YOUR PERSONAL DATA?
The personal data that you provide to us when you sign your tenancy agreement with
Connect Housing Association will enable us to fulfil our obligations to you and provide
you with the appropriate services and support that you may require. Under Data
Protection legislation, Connect Housing Association must have a legal basis to process
your personal data. Usually this falls within our contractual obligations to fulfil the
tenancy agreement, however it could be through your consent or it may be necessary
for the legitimate interests of Connect Housing Association or a third party.
To enable us to provide you with the best service possible, Connect Housing Association
may use your personal details:
 for market research purposes and to get your views and feedback to help us improve
the services you receive.
 to ensure that we are meeting all our customers’ needs and improve our services.
We may segment the data we hold in order to do that.
We may also contact you and members of the public about our services and products
and ask you if you would like to get involved in the activities and groups which we hold
for tenants, e.g. in our Thrive space at our Dewsbury Office. We will aim to seek your
preferences about how you would like to be contacted and these preferences can be
changed at any time. The legal basis for processing data in this way is the pursuit of
legitimate business interests.
Our legal bases for processing your information for all of the above purposes are:
1. Contract: the processing is necessary for a contract we have with you, or
because you have asked us to take specific steps before entering into a contract
2. Legal Obligation: the processing is necessary for us to comply with the law
(not including contractual obligations)
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3. Vital Interests: the processing is necessary to protect someone’s life
4. Legitimate interests: the processing is necessary for our legitimate interests, or
the legitimate interests of a third party, unless there is a good reason to protect
your personal data which overrides those legitimate interests
5. Consent: You have given clear consent for us to process your personal data for
a specific purpose.
WHO WILL WE SHARE YOUR PERSONAL DATA WITH?
On occasion it will be necessary to share your personal data with third parties. For
example, Connect Housing uses a number of contractors to maintain and service its
properties. However, Connect Housing will only share relevant and necessary
information with them and in such circumstances we will have a Data Processing
Agreement in place that ensures your data is used properly and protected.
Wherever possible we will aim to gain consent from you before sharing your personal
information with third parties, such as debt advice and mental health services when
providing you with any necessary support that you may require. However sometimes
circumstances mean that we are unable to do so. Information sharing with agencies such
as the Police, HM Courts & Tribunal Services and Social Services is vital to safeguarding and
promoting the welfare of children, young people and vulnerable adults. Connect Housing
may share information with these agencies without seeking consent, for example
concerns about the welfare of children or vulnerable adults, certain types of criminal
activity or health and safety hazards.
Connect Housing holds a number of information sharing agreements/data processing
agreements where we share information regularly with organisations; this ensures that
data shared is processed in accordance with the law.
Examples of organisations where we share information with include but are not limited
to:
 Department of Work & Pensions
 Utility companies (and their representatives) and Council Tax Offices, to ensure
they have the correct address details and tenants are correctly charged.
 Contractors and suppliers working for Connect
 Local Authorities re: housing registers, multi-agency working and social services,
as necessary for administering justice, or for exercising statutory, governmental,
and other public functions such as handling safeguarding issues
 The Police and other relevant authorities (e.g. Probation Service, HM Revenues
and Customs) in relation to the prevention or detection of crime and fraud; the
apprehension or prosecution of offenders and the assessment or collection of tax
or duty
 With third party service providers, in connection with services performed on our
behalf. For example a confidential waste disposal company shredding our
documents


With other registered providers, trusts and landlords, in connection with tenancy
references and associated enquiries



With partners in connection with the delivery of services
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With credit reference agencies and debt collection agencies, in connection with
some housing applications and in relation to any outstanding charges



With our regulator, the Regulator of Social Housing (ROSH), to comply with our
regulatory obligations.
This list is not exhaustive as there are other circumstances where we may also be
required to share information, for example:



To meet our legal obligations



In connection with legal proceedings (or where we are instructed to do so by
Court order)



To protect the vital interests of an individual (in a life or death situation).

TECHNICAL AND ORGANISATIONAL MEASURES
Connect Housing has a number of electronic and physical security measures to ensure
the safety of your personal data, only authorised personnel have access to your personal
data and all staff are bound by our Acceptable Use Policy.
Any information you submit during the course of an online application on our website is
transmitted directly to Connect Housing’s IT system and is stored securely. It is not
stored on our website and is not accessible by anyone else.
Our Website may contain links to other websites run by other organisations. This Privacy
Notice only applies to the information that we hold on our website, therefore we
encourage you to read the privacy notices on the other websites you visit.
Connect Housing will always make you aware when we use cookies and will always give
you an option to reject cookies.
INTERNATIONAL TRANSFERS OF PERSONAL DATA

Survey Monkey

Connect Housing Association uses Survey Monkey to facilitate the sending of member
surveys from time to time. SurveyMonkey subscribes to the EU-US Privacy Shield and
their registration can be reviewed on the Privacy Shield website.
HOW LONG DO WE RETAIN YOUR INFORMATION?
We will usually store your personal data for a maximum of 6 years post tenancy, except
for certain documentation such as tenancy agreements and care plans which we may
need to retain longer for legal or safe guarding reasons.
We will not keep your
information for longer than is necessary and it will always be in line with legal or
regulatory requirements explained in Connect Housing’s Data Retention Policy.
You have the right to access any of your personal information we have used, to correct
any erroneous information, and in certain circumstances, erase the data.
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YOUR RIGHTS
Right of Access
You have the right of access to information we hold about or concerning you. If you would like
to exercise this right, please do so in writing. We have a subject access request (SAR) form which
you can use for this purpose and we ask that your written request is accompanied by proof of
identity. If you are seeking to obtain specific information (e.g. about a particular matter of from
a particular time period), it helps if you clarify the details of what you would like to receive in
your written request. If someone is requesting information on your behalf, they will need written
confirmation from you to evidence your consent for us to release this and proof of ID (both
yours and theirs). We have one month to provide you with the information you’ve asked for
(although we will try to provide this to you as promptly as possible). In response to SARs, we will
provide you with a copy of the information we hold that relates to you. This will not generally
include information about your property such as repair logs, details of contractor visits, or
general property maintenance information as this is unlikely to be ‘personal information’.

Right of Rectification or Erasure
If you feel that any data that we hold about you is inaccurate, you have the right to ask us to
correct or rectify it. You also have a right to ask us to erase information about you where you
can demonstrate that the data we hold is no longer needed by us, or if you withdraw the
consent upon which our processing is based, or if you feel that we are unlawfully processing
your data. Your right of rectification and erasure extends to anyone we have disclosed your
personal information to and we will shall take all reasonable steps to inform those with whom
we have shared your data about your request for erasure.

Right to Restriction of Processing

You have a right to request that we refrain from processing your data where you
contest its accuracy, or the processing is unlawful and you have opposed its erasure, or
where we don’t need to hold your data anymore but you need us to in order to
establish, exercise or defend any legal claims, or we are in dispute about the legality of
our processing your personal data.
Right to Portability

You have a right to receive any personal data that you have provided to us in order to
transfer it onto another data controller where the processing is based on consent and is
carried out by automated means called a data portability request.
Right to Withdraw Consent
Where you have provided your consent to the collection, processing and transfer of your
personal data, you may withdraw that consent at any time. This will not affect the
lawfulness of data processing based on consent before it is withdrawn. To withdraw
your consent please write to Business Assurance Officer at Connect Housing,
alternatively you can contact 0300 5000 600 or e-mail CS@Connecthousing.org.uk
Right to Object

You have a right to object to our processing of your personal data where the basis of
the processing is our legitimate interests including but not limited to direct marketing
and profiling.
Version 10: Confidentiality and Data Protection Policy & Procedures- May 2018

You also have a right to lodge a complaint with the Supervisory Authority (Information
Commissioners Office (ICO) in the UK at www.ico.org.uk), should you feel that we have
not handled your information in line with legislative and regulatory requirements. They
can be contacted at:
Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
0303 123 1113 | www.ico.org.uk

FURTHER INFORMATION
For further information on how to request your personal information, how and why we
process your information, you can contact us using the details below:
Business Assurance Officer
Connect Housing
21 Bond Street
Dewsbury
WF13 1AX
0300 5000 600 |CS@Connecthousing.org.uk
CHANGES TO THIS PRIVACY NOTICE

We may change this privacy notice from time to time, but if we change it in a way
which significantly alters the terms upon which you have agreed, we will post notice of
the change on our website and you will be deemed to have accepted such changes. This
privacy notice was last updated May 2018.
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Appendix 8
Police Requests for Access and Information







When they have the consent of the tenant
When a warrant has been obtained
Following an arrest of the tenant
To capture an escaped prisoner
To arrest someone for a public disorder offence or certain arrestable offences
To protect life or to stop serious damage to property.

Other laws also give police specific power to enter premises.

Supported Housing Schemes – Access
Access must be granted to officers who have a search warrant or who have come to
arrest a suspect.
When police request access to a tenant’s room or flat without a warrant and the tenant
is not available to grant consent (or consent has not been obtained in advance), staff
must verify the identity of the officers (and record their names and badge numbers) and
ascertain the reason that access is required.
If it is clear to all parties that the entry is to protect life or to stop serious damage to a
property, staff should grant access immediately and accompany officers into the
flat/room. Staff must record all details of the entry, specific reasons as to why access
was granted and note any items which may have been removed by the police. Tenants
must be informed on their return that access was granted to their property and why this
was allowed.
In situations for which police do not have a warrant, the issue is not the health and
safety of the tenant (and/or family) and the police officers are less willing to be clear
about why access must be granted in the absence of the tenant, staff should suggest
that the police officers return when the tenant is present. If the officers insist that entry
is required immediately, staff should use their discretion based on the information below
noting that the decision must be informed by the type of occupancy agreement used at
the specific scheme.
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For schemes which operate occupancy under the terms of a licence - the licensee does
not usually possess exclusive rights of possession (they only have permission to occupy a
room, can be required to share, allow access to staff and to move to an alternative room
when required). The landlord often has some rights to enter a licensee’s room. In this
situation, when the police’s reason for requiring entry is purely speculative and they are
simply hoping to find evidence of criminal activity, they can enter and search when they
are given consent by someone who has the power to grant access. It can be argued
that staff are entitled to grant access in this situation, if they believe that it is
appropriate to do so. If staff are uncertain what course of action to take, the scheme
manager or a Housing and Support Services manger must be consulted.
For schemes which operate occupancy under the terms of an assured shorthold tenancy
– the tenant has a right of exclusive possession and there is an implied covenant for
“quiet enjoyment” which means that, unless there is a contractual right of entry (e.g.
for a serious repair problem), the landlord will be trespassing by entering the tenant’s
flat. This means staff do not possess the power to grant access to the police in the
absence of a warrant, an arrestable suspect or serious health concerns. When the
search is speculative, unless the officer can clearly demonstrate s/he has power to enter
which is independent of staff consent, the safest course of action is for staff to state
that they do not have power to enter the flat without the tenant’s consent.
In summary, the police can only enter without a warrant in order to arrest a suspect or
when they have the consent of the person who is entitled to grant entry. Under a
licence agreement the landlord may have the right to grant entry. However, for
premises let under an assured shorthold tenancy, the landlord does not have a right to
enter or grant entry unless the consent of the tenant is obtained. If the landlord is to
grant entry, either the police must satisfy the landlord that they (the police) have a right
to enter or, alternatively, the landlord must make a judgement depending on the
seriousness of the situation.

General Needs and Supported Housing - Information
All records kept by an organisation could be used in a court case, and could be an
essential element of either a prosecution or a defence submission. Under PACE 1984
Section 12, police officers need to seek a warrant from a Judge if they wish to seize
client records from a project or office. Officers would have to demonstrate to the Judge
why they need the files and for what purpose.
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Appendix 9
Useful Information Commissioners Office (ICO) guidance
documents


Guide to General Data Protection Regulation (GDPR)



Guide to Privacy and Electronic Communications Regulations



Training checklist for small and medium sized organisations



Guidance on Data Protection Impact Assessments (DPIA)



Guidance for landlords and tenants



Notification of data security breaches to the Information
Commissioner’s Office (ICO)



Data Sharing checklists



Data Sharing Code of Practice



CCTV Code of Practice
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Appendix 10
Guidance for Connect colleagues on
the practical implications of data
protection

I will keep people informed
I will always explain why I need personal data and what Connect Housing intends to use
it for. This will:
 help to manage expectations as people will understand what we are doing and
why
 make our data processing open and transparent
 encourage confidence in our tenants, residents, colleagues, and business partners

I will keep information secure
I will follow security procedures to preserve people’s privacy. The procedures are about:
 Password control
 ICT security and appropriate use of Connect IT
 Building security
 Office security procedures
 Home and mobile working and hot-desking

I will keep information confidential
I will be careful in the following ways to preserve people’s privacy by:
 Avoiding careless talk in public places or on my mobile
 Only sharing personal data with authorised people and organisations, under Data
Sharing Protocols for example
 Identifying telephone callers before sharing any personal data
 Saying “no” if I am not sure that I should share personal data
 Only accessing personal data I need to know to do my job by asking myself
 Do I need to know this information?
 Do I have the right to know this information?
 Do I understand that I take personal responsibility for accessing this
information?

I will keep information up to date and accurate
I will:
 keep my staff details up to date
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 keep tenant and resident details up to date
 take care when making notes about people by remembering that
 individuals have the right to see anything I write about them
 my note should be professional in tone
 it should be accurate and fair to the people involved

I will respect people’s privacy and data protection rights
 Explain to enquirers that there is a right to see personal data that relates to them
 Remember to refer requests for access to personal data (known also as “Subject
Access Requests”) or other Subject Rights (except rectification) to the Business
Assurance Officer quickly
 Make sure that the Business Assurance Officer is aware of new developments
and initiatives
 Make sure that the Business Assurance Officer and/or Business Assurance
Manager/Information Security Manager (after Line Manager) is notified of any
data security breaches immediately by following our Data Security Breach
Reporting Procedure
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Appendix 11 – Detailed Procedures for Data Subject Rights
Data Subject Rights (DSR) procedure

Scope
All personal data processed by Connect Housing is within the scope of this procedure.
GDPR Recital 63 clarifies that the reason for allowing data subjects to access their
personal data is so that they are aware of and can verify the lawfulness of the
processing.
Data subjects are entitled to obtain:






Confirmation as to whether Connect Housing is processing any personal data
about that individual;
The recipients to whom the personal data will/has been be disclosed
Access to their personal data;
Any related information;
The logic involved in any automated decision making related to him or her.

Responsibilities
The Business Assurance Officer is responsible for the application and effective working
of this procedure, and for reporting to the information owner on Data Subject Rights
Requests.
The Business Assurance Officer is responsible for handling all Data Subject Rights
Requests. This responsibility may be delegated to a suitably trained employee of
Connect Housing.

Purpose
This document provides Connect Housing’s employees with instructions on how to
action a Data Subject Rights request, in line with the General Data Protection Regulation
(GDPR).
This procedure applies to all employees who are responsible for actioning a Data Subject
Rights Request. Data Subject Rights Requests may come from data subjects in person or
from others authorised to act on their behalf, such as solicitors.

Data Subject Access Request (DSAR)
A Data Subject Access Request (DSAR) is a request, sent from (or on behalf of) a data
subject to Connect Housing, requesting information about themselves. Data subjects
can request information from either a controller or processor, this will depend on who is
processing their personal data. If a department or business area outsources some or all
processing of personal data to external processors, then Connect must ensure that the
DSAR includes this information too.
Data Subject Access Requests must be fulfilled and provided to the data subject, free
of charge, without undue delay and within 1 month of the receipt of the DSAR request.
See an extract of Article 12 of the GDPR that is applicable below:

Article 12 (3)
The controller shall take appropriate measures to provide any information
referred to in Articles 13 and 14 and any communication under Articles 15
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to 22 and 34 relating to processing to the data subject in a concise,
transparent, intelligible and easily accessible form, using clear and plain
language, in particular for any information addressed specifically to a
child.

Occasionally the 1 month timescale may be extended by a further two months
where necessary, taking into account the complexity and number of the requests.
The controller must inform the data subject of any extention within one month of
recept of the request. All extentions will be approved by the Business Assurance
Manager.
Where the data subject makes the request electronically, the information should be
provided electronically where possible, unless otherwise requested by the data
subject.
The GDPR does not prevent a data subject from making a subject access request
via a third party. Often, this will be a solicitor acting on behalf of the data subject
or the authorities i.e. the police or tax authorities may request information to assist
with a criminal or tax related investigation. In these cases, you must be satisfied
that the third party making the request is entitled to act on behalf of the data
subject and has the relevant legal authorisation documents. It is the third party’s
responsibility to provide evidence of this entitlement. This might be a written
authority to make the request or it might be a more general power of attorney. For
advice or assistance in this area, staff should contact the Business Assurance
Officer.
There are some exceptions to Article 12, as GDPR states that DSARs can be refused
or a fee can be charged to action a DSAR. These exceptions apply, where a request
from the data subjects are:




Manifestly unfounded;
Or excessive;
Or repetitive character.

The Business Assurance Manager will make the decision in cases that will be
either charged or refused. The Business Assurance Officer will document the
justification for either charging or refusing a DSAR. This is because Connect
Housing must be able to demonstrate to either data subject or the supervisory
authority for the reasons for the manifestly unfounded or excessive character of
the request.
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The relevant manager and the Business Assurance Officer will gather together the
information for a SAR. The process for a SAR is defined in the Data Subject Access
Request (DSAR) Checklist, which can be found below. A sample Data Subject Access
Request (DSAR) Sample Form is also available below. A checklist for each data subject
access request should be completed. . The checklist contains step by step instructions to
ensure consistency and a good standard. An example of one of the steps within the
DSAR checklist, is the requirement to verify the identity of the person who has made the
request.
When actioning a data subject access request, it is important to retrieve all personal data
from all locations e.g. CRM systems, email, paper form, voice recording, CCTV images,
facial or fingerprint recognition systems and so on. You should refer to the Information
Asset Register for a list of where personal data are held. All SARs should be carried out
by the relevant manager in conjunction with the Business Assurance Officer.
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Appendix 7A
Privacy Notice and Consent form
(Supported Housing)
1 Data Subject Access Request (DSAR) Checklist
Any written request by a data subject asking for their personal data is a subject access request e.g. please send me a copy of personal information you hold about me.

Is it a data subject access request?

Yes (Continue with this checklist)
No (Handle as part of your normal course of business).

DSAR requests must be fulfilled and provided to data subjects, free of charge, without undue delay and within 1 month of the receipt of the DSAR request.

Q1. Have you verified the identity of the data subject? (Please explain
how the data subject was verified)

Q2. Have you got confirmation of the request for information in
writing?
General Information
Q3. Have you confirmed what information the data subject has
requested?
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Q4. Do you have the information the requester wants? (If no, then tell
the data subject that you do not have the information they want)

Q5. Will the information be changed between receiving the request and
sending the response? (If yes, you can still make routine amendments
and deletions to personal data after receiving a request.)

You must not make changes to records as a result of
receiving the request, even if the information is inaccurate
or embarrassing.

Q6. Does the data include information about other people? (If Yes, you
do not have to supply the information unless the other people mentioned
have given their consent for the disclosure. You must redact the
reference to any other people.

Third party subject access requests: Requests made by the data subject's legal representative or government authorities i.e. the police, must provide the relevant
authorisation documents. Please contact the Business Assurance Officer for support or assistance.

Access Request

Have you checked the Information Asset Register (IAR) to ensure you
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have obtained all the necessary information from all relevant locations?

Have you collected records held on cloud based applications, software,
hardware, paper format and emails?

Have you provided the data subject with all the requested information?
If not, please explain.
Have you provided the data subject with the purposes for which their
data is being processed?
Have you provided the data subject with the information of any
processors or sub-processors to whom the data is shared or processed
with?

Name
Job Title
Have you confirmed sections listed above have been fulfilled? If not,
please explain.
Manager Sign-Off
Has the data subject access received the response?
Have you checked that the information is actually about the person
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concerned and not about someone else?
Have you screened out any duplicate records?

2 Data Subject Access Request (DSAR) Sample Form
2.1

DATA SUBJECT DETAILS:

Title

Mr ☐

Mrs ☐

Miss ☐

Ms ☐

Surname
First name(s)
Current address
Telephone number:
Home
Work
Mobile
Email address
Date of birth
Details of identification
provided to confirm
name of data subject:
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Other: ☐

Details of data
requested:

2.2

DETAILS OF PERSON REQUESTING THE INFORMATION (if not the data subject):

Are you acting on behalf of the data subject
with their written or other legal authority?

Yes ☐
No ☐

If ‘Yes’ please state your relationship with the
data subject (e.g. parent, legal guardian or
solicitor)
Please enclose proof that you are legally authorised to obtain this information.
Title

Mr ☐

Mrs ☐

Miss ☐

Ms ☐

Surname
First name(s)
Current address
Telephone number:
Home
Work
Mobile
Email address

DECLARATION
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Other: ☐

I, ………………………………………………………, the undersigned and the person identified in (1) above, hereby request that Connect Housing
provide me with the data about me identified above.

Signature:

Date:

DSAR form completed by (employee name):
I, ………………………………………………………, the undersigned and the person identified in (1.1) above, hereby request that Connect
Housing provide me with the data about the data subject identified in (1) above.

Signature:

Date:

DSAR form completed by (employee name):

This form must immediately be forwarded to Connect Housing]’s Business Assurance Officer to be logged on the Subject Access Request Register.
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Appendix 7A
Privacy Notice and Consent form
(Supported Housing)
Data Subject: Request for Deletion/Erasure (right to be forgotten)
The right to erasure, which is also known as the right to be forgotten, enables a data
subject to request the deletion or removal of their personal data. This is where a data
subject believes that there is no compelling reason for the processing of their personal
data to continue. See below the applicable section of the GDPR:

Article 17 (1)
The data subject shall have the right to obtain from the controller the
erasure of personal data concerning him or her without undue delay and
the controller shall have the obligation to erase personal data without
undue delay.
The process for this is defined in the Data Subject Deletion/Erasure Request Checklist,
which can be found below. A checklist should be completed for each deletion request
received. Requests for deletion must be logged on the CRM system and the checklist
started and passed to the line manager initially to complete which will then be sent to
the Business Assurance Officer for final completion and the formal decision regarding
erasure. All decisions are overseen by the Business Assurance Officer. The checklist
contains step by step instructions to ensure that a deletion request is conducted and
completed to a consistent standard. Where Connect is unable to delete or erase
personal data e.g. due to legacy systems, then it must ensure that the information in
question, is either anonymised or pseudonymised. This will ensure that in the event of a
data leak, we can reduce the risk of that information from being retrieved or decrypted
by an unauthorised individual. For more information, contact the IS Manager or the
Business Assurance Officer.
Prior to any deletion or erasure, Connect Housing’s Data Retention Schedule must be
checked to ensure that the data in question, is not required to fulfil other legal
obligations e.g. purchase orders or invoices must be kept for a specific period for the
fulfilment of tax obligations, as per the requirement of local tax authorities.
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3 Data Subject Deletion/Erasure Request Checklist
When you receive a request for deletion or erasure, please complete all applicable sections of this
checklist.

Please ensure this information doesn't contain information that can be identified to a data subject.
Please consult the Data Protection Officer for assistance.
Deletion Request ID:

Information of the
employee actioning the
deletion or erasure
request.

General Information –
Staff

Name
Job Title
Department

Have you verified the identity of
the data subject? (Please explain
how the data subject was
verified)
Have you got confirmation of
the request for information in
writing?
Have you confirmed what
information the data subject has
requested?

Deletion Checklist - BAO
&Line Manager

Have you checked the Information Asset
Register (IAR) to ensure you have
deleted or erasure of all records? (Please
ensure data is removed from all location
i.e. systems and cabinets)
Have you deleted records held on cloud
based applications, software, hardware,
paper format and emails? (If not, please
explain)
Are you able to delete all records? (If
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you're not able to delete then please
explain here)
Where applicable have you anonymised
or pseudonymised data that cannot be
deleted? (if not, please explain)
Have you checked the Retention and
Disposal Schedule to ensure the
information request to be deleted doesn't
conflict with the schedule?
Name
Job Title

BAO Sign-Off

Have you confirmed
sections listed above have
been fulfilled? If not, please
explain.
Has the data subject been
notified of the completion
of the deletion?
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Data Subject Request for Rectification
Under the GDPR, data subjects have the right to have their personal data rectified,
where the data is either inaccurate or incomplete. See below the applicable section of
the GDPR:
Article 16:
The data subject shall have the right to obtain from the controller without
undue delay the rectification of inaccurate personal data concerning him
or her. Taking into account the purposes of the processing, the data
subject shall have the right to have incomplete personal data completed,
including by means of providing a supplementary statement.
This is a simple process of verifying the data subject’s identity using appropriate
identification methods. When you have verified the identity of the data subject,
you should update the data subject’s records to reflect the changes they wish to
update or have corrected and make a note on the system that this has been done
on the CRM system.. Finally, you should inform the data subject, in writing,
confirming the changes they have requested.
A Register will be maintained detailing any requests for the rectification of
information. This will be maintained by the Business Assurance Officer and
reported to DPWG

Data Subject: Request for Restriction of Processing
Under the GDPR, data subjects have the right to restrict, block or suppress the
processing of their personal data. GDPR does permit that personal data can be
held and stored for a reasonable period however, Connect must stop processing
the information in question. Below within article 18 of the GDPR, is a list of
processing activities that data subjects have a right to restrict.

Article 18
The data subject shall have the right to obtain from the controller
restriction of processing where one of the following applies:
the accuracy of the personal data is contested by the data subject, for
a period enabling the controller to verify the accuracy of the personal
data;
the processing is unlawful and the data subject opposes the erasure of
the personal data and requests the restriction of their use instead;
the controller no longer needs the personal data for the purposes
of the processing, but they are required by the data subject for the
establishment, exercise or defence of legal claims;
the data subject has objected to processing pursuant to Article 21(1)
pending the verification whether the legitimate grounds of the
controller override those of the data subject.
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Data subjects can restrict processing of their personal data where they believe
that the data is not accurate, in this case Connect must temporarily cease any
further processing until it has corrected the information in question. All requests
to restrict processing must be passed to the Business Assurance Officer
Data subjects can restrict processing where they believe that the processing of
their personal data is done so unlawfully. For processing of personal data to be
lawful, we must ensure that the lawful basis for processing falls under the
following conditions: consent, legal obligations, legitimate interest, vital interest,
contractual basis and public interest. We must ensure that we have a lawful basis
for processing personal data and where applicable, the lawful basis has either
been confirmed or approved by the Business Assurance Officer. If we do not have
a lawful basis for processing or the data subject has requested restrictions on
processing, then we must cease processing until these matters have been
addressed.
Where we have shared personal data with a third party, you are required to
inform them when a data subject has exercised their right to restrict processing,
unless this is impossible. Where challenges arise, you should consult the Business
Assurance Officer.
When you decide to lift a restriction on processing, then we must inform the data
subject in writing informing them of your actions. Connect must let the data
subject know why we have lifted the restriction and when processing of their
data will resume. This must be done with guidance from the Business Assurance
Officder.
A Register will be maintained detailing any requests for the restriction of
processing. This will be maintained by the Business Assurance Officer and
reported to DPWG.

Data Subject: Right to object to processing, including marketing,
automated decisions and profiling
Data subjects have the right to object to processing under the following
circumstance:






Processing that is based of legitimate interests or the performance of a
task in the public interest or exercise of an official authority;
Processing for the purposes of direct marketing;
Processing based on automated decisions;
Processing for the purposes of profiling;
Processing for the purposes of scientific or historical research.

See below the applicable article from the GDPR:
Article 21:
(1)
The data subject shall have the right to object, on grounds relating
to his or her particular situation, at any time to processing of personal data
concerning him or her which is based on point (e) or (f) of Article 6(1),
including profiling based on those provisions. The controller shall no
longer process the personal data unless the controller demonstrates
compelling legitimate grounds for the processing which override the
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interests, rights and freedoms of the data subject or for the establishment,
exercise or defence of legal claims.
(2)
Where personal data are processed for direct marketing purposes,
the data subject shall have the right to object at any time to processing of
personal data concerning him or her for such marketing, which includes
profiling to the extent that it is related to such direct marketing.
This right also places restrictions on decisions based solely on automated
processing (include profiling), where the decision will have a legal impact or
similarly significant effect on a data subject. Recital 71 of the GDPR gives the
example of online credit decisions and e-recruiting; it also makes clear that the
objectionable element is the lack of human intervention. This means that a data
subject has a right to request that we process and base a decision without the
interference of automated decision-making tools. Where it is not possible to
process personal data without the intervention of automated tools, please consult
the Business Assurance Officer to assist with the request.
In the case of processing based on tasks in the public interest/legitimate interests
and direct marketing, the data subject’s right to object must be explicitly brought
to their attention at the time of first communication with that individual. This must
be presented clearly and separate from other information such as terms and
conditions. Prior to any processing i.e. introduction of a new application to directly
market to data subjects, then staff must complete a Data Protection Impact
Assessment (DPIA). A Data Protection Impact Assessment will help to record and
address any risks that may have an impact on the rights and freedoms of data
subjects. See the Data Protection Impact Assessment (DPIA) Procedure.
Upon receiving a request to stop processing of the activities listed above, we must,
without undue delay comply with this request. This is because the GDPR does not
allow for exemptions or grounds to refuse processing such as direct marketing or
profiling. When a data subject has requested that they object to processing, then
this must be actioned and done so free of charge.
Connect will maintain a list of all requests to cease processing and update as
appropriate. This will be checked by the Business Assurance Officer to ensure
compliance and reported to DPWG on a regular basis.

Data Subject: Right to Data Portability
Under the GDPR, data subjects have the right to obtain and reuse their personal
data for their own purposes and use it to transfer across different or specific
services. This right enables data subjects to move, copy or transfer their personal
data in an easy format from one IT environment to another, in a safe and secure
way, without hindrance from an organisation. The information must be provided
in a structured, commonly used and machine-readable form such as a Comma
Separated (CSV) format file.
See below the applicable article of the GDPR:
Article 20
1.
The data subject shall have the right to receive the personal data
concerning him or her, which he or she has provided to a controller, in a
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structured, commonly used and machine-readable format and have the
right to transmit those data to another controller without hindrance from
the controller to which the personal data have been provided, where:
a)
the processing is based on consent pursuant to point (a) of Article
6(1) or point (a) of Article 9(2) or on a contract pursuant to point (b) of
Article 6(1); and
the processing is carried out by automated means.
Where it is not technically feasible to transfer the data in question to another
organisation or where the efforts are disproportionate to the request, then we
should treat the request for data portability as we would a Data Subject Access
Request (see section 0 above). We are required to inform the data subject in
writing, of the options that are available to them. This process is overseen by the
Business Assurance Officer and IS Manager. All requests should go through them.
The Business Assurance Officer will keep a register of all requests for portability
and report to DPWG on a regular basis. .

Data Subject: Right to lodge a Complaint
Data subjects have the right to complain to the supervisory authority (the
Information Commissioner’s Office) on the following basis, (this is not an
exhaustive list):









Where data subject’s rights listed within this document i.e. right to access
or request deletion of their information is not met within the one-month
timeframe.
Where data subjects are charged for subject access requests and the
reason given for the charge is unreasonable or unjustified.
Where information is provided to the data subject is not concise, easily
accessible, easy to understand or not in a clear and plain language.
Where a subject access request has been denied or refused and the
grounds for this is unreasonable or unjustified.
Where processing of personal data is unlawful.
Where data subjects consider that, regarding personal data relating to
them, there is an infringement of the GDPR. For example, data subjects
continue to receive direct marketing emails after they have explicitly
objected to this.
Where there has been a breach of a data subject’s personal data. See
below the applicable article of the GDPR:
Article 77
Without prejudice to any other administrative or judicial remedy, every
data subject shall have the right to lodge a complaint with a supervisory
authority, in particular in the Member State of his or her habitual
residence, place of work or place of the alleged infringement if the data
subject considers that the processing of personal data relating to him or
her infringes this Regulation.
The supervisory authority with which the complaint has been lodged shall
inform the complainant on the progress and the outcome of the
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complaint including the possibility of a judicial remedy pursuant to Article
78
Where a data subject has either implied or directly stated that they will be taking
their complaint to the supervisory authority (ICO), Connect should attempt to
encourage the data subject (should they have a concern) to raise their concerns
directly with Connect Housing’s Business Assurance Manager.
All complaints should be investigated in accordance with Connect Housing’s
Complaints Procedure. The Business Assurance Manager should ensure all efforts
have been exhausted to resolve the data subject’s complaint internally. Complaints
can have an adverse impact on Connect Housing’s reputation, as well as other
enforceable actions that could be imposed by the supervisory authority.

Data Subject: Right to Judicial Remedy
Data subjects have the right to judicial remedy for any breach of their data
protection rights. For example, right to an effective judicial remedy where a
supervisory authority has failed to deal with their complaint properly and within 3
months of the initial complaint. Data subjects also have the right to an effective
judicial remedy against a controller or a processor. Data subjects are not obliged to
settle with the outcome of their complaint by the supervisory authority, controllers
or processor and have the right to challenge the outcome of their complaint. This
means that a data subject can take their complaint to the court of law, usually of
their choosing, to obtain a court order to impose its will or to investigate
complaints that have not been reasonably resolved.
Data subjects have the right to appoint a legal representative to act on their behalf
to lodge complaints against either the supervisory authority, controllers and
processors.
See below the applicable article of the GDPR:
Article 78
Without prejudice to any other administrative or non-judicial remedy, each
natural or legal person shall have the right to an effective judicial remedy
against a legally binding decision of a supervisory authority concerning
them.

Version 10: Confidentiality and Data Protection Policy & Procedures- May 2018

Connect staff are required, where appropriate, to liaise and cooperate with any
internal investigation and, where applicable, with the supervisory authority (ICO)
or the applicable appointed court of law.
Connect staff are required, where appropriate, to provide any and all
documentations when requested by the Business Assurance Manager, or when
applicable, upon the request of the supervisory authority or the applicable
appointed court of law.

Data Subject: Right to Compensation
Data subjects have the right to compensation from the controller or the processor
for physical, material or non-material damages for infringement of their GDPR
rights. Some examples of physical, material and non-material damages can be
found below:




Physical and material damage (this will include financial or economic
loss, physical threat or injury, unlawful discrimination, identity theft, loss of
confidentiality and other significant economic or social disadvantage and
the unauthorised reversal of pseudonymised personal data).
Non-material damage (for example damage to reputation, data subjects
being deprived of their rights and freedoms or prevented from exercising
control over their personal data or excessive intrusion into private life).

See below the applicable article of the GDPR:
Article 82
Any person who has suffered material or non-material damage as a result
of an infringement of this Regulation shall have the right to receive
compensation from the controller or processor for the damage suffered.

Data Processing Agreements and Contracts
Connect is required to ensure all data processing agreements and contract
management arrangements clearly specify the scope of any third party’s
responsibilities and should agree to mechanisms for resolving disputes regarding
respective liabilities to settle compensation claims. Staff should consult the
Business Assurance Officer for advice with the formalities and requirements. For
further detail on requirements for contracts please refer to the Procurement Policy.

Compliance Monitoring
On a periodic basis and via the Data Protection Working Group, Connect Housing
will ensure compliance with the GDPR by monitoring all forms of Data Subject
Rights requests made to ensure that these are being conducted in line with the
rights of data subjects and being actioned within the one-month period.
Roles and Responsibilities


Staff are responsible for reading and understanding your obligations
mentioned within this procedure.
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Staff are responsible for actioning a Data Subject Rights request in line
with this procedure and other relevant documents mentioned within this
procedure.
Staff are responsible for documenting a Data Subject Right request in a
central environment and updating the relevant Register of Data Subject
Rights requests:
These registers must be available upon audits or compliance monitoring
requests.
Where applicable, consult the Business Assurance Officer for further
advice or guidance.

Document Owner and Approval
The Business Assurance Officer is the owner of this document and is responsible for
ensuring that it is reviewed on a regular basis. The Data Protection Working Group is
responsible for approving the contents and any revisions.
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Appendix 12
Staff Privacy Notice & Policy

STAFF PRIVACY NOTICE
Connect Housing Association Limited will provide this notice to make employees
aware of our policies relating to the processing of Personal Data in accordance with the
Data Protection Act 1998 as amended, replaced, re-enacted or consolidated from time
to time (including without limitation the General Data Protection Regulation (EU)
2016/679 and any national law relating to the processing of personal data (‘Data
Protection Legislation’)) references to ‘Personal Data’ and ‘Sensitive Personal Data’
within this schedule shall be references to those terms as defined in Data Protection
Legislation.
Personal Data
We will obtain a variety of Personal Data relating to you prior to and during the course
of your employment with us which will be held in computer records and personnel files.
This includes but is not limited to Personal Data which you supply to us during the
application process for your job role including any information obtained directly from
you such as your C.V and any ancillary information provided as part of your application
and information obtained from third parties such as your referees or as part of preemployment checks. We will also obtain Personal Data relating to you during your
employment such as your contact details, bank and pension details holiday and sickness
records, salary reviews, remuneration and other records. Such Personal Data may be
retained and used by us for the purposes of conducting appropriate checks, to ensure
proper performance of our contract of employment with you and as otherwise
reasonably required for our legitimate interests and compliance with applicable law. This
information will form part of your personnel file.
Sensitive Personal Data
You may also supply us with Sensitive Personal Data including but not limited to data
relating to your racial or ethnic origin, religious or similar beliefs, physical or mental
health and sexual orientation by completing our equal opportunities monitoring form.
This information is gathered for equality of opportunity monitoring purposes and is
anonymised. The provision of such Sensitive Personal Data by you is entirely voluntary.
If we receive information regarding any medical condition, disability, or relating to your
physical or mental health including information provided within return to work forms,
meetings or in medical reports, we will only use this information for the purpose of
providing any necessary adjustments in accordance with equality legislation, to ensure
compliance with employment law, to monitor sickness absence and to inform decisions
regarding your fitness for work.
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Staff Privacy Policy
Further information regarding the Personal Data we collect about you, how we use it,
including disclosure to third parties, how we maintain security of your information and
your rights to access the information we hold about you, is available in our Staff Privacy
Policy. Alternatively if you have any questions, comments or requests regarding use of
your personal data please contact the Business Assurance Officer.
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STAFF PRIVACY POLICY

1.

GENERAL

1.1

Connect Housing Association Limited is committed to protecting and respecting
the privacy and security of your personal data. This policy applies to prospective,
current and former employees, consultants, directors, secondees, casual workers,
agency workers, volunteers and individuals on work experience (“Staff”).

1.2

The policy describes the categories of personal data that we collect, how we use
your personal data, how we secure your personal data and when we may
disclose your personal data to third parties. This Privacy Policy also describes your
rights regarding the personal data that we hold about you and how you can
access, correct, and request erasure of your personal data. We will only process
your personal data in accordance with this policy unless otherwise required by
applicable law. We take steps to ensure that the personal data that we collect
about you is adequate, relevant, not excessive, and processed for limited
purposes.

2.

COLLECTION AND USE OF PERSONAL DATA

2.1

For the purposes of this privacy policy, personal data means any information
about an identifiable individual. Personal data excludes anonymous or deidentified data that is not associated with a particular individual. To carry out our
activities and obligations as an employer, we may collect, store, and process the
following categories of personal data, which are required for us to administer
our relationship (whether as employer, prospective employer or otherwise) with
you:
2.1.1

personal contact details such as name, title, addresses, telephone
numbers, and personal email addresses;

2.1.2

date of birth;

2.1.3

equal opportunities monitoring information;

2.1.4

emergency contact information;

2.1.5

details about dependants;

2.1.6

government identification numbers such national insurance number,
driver’s license number or other identification card numbers such as
passport number;

2.1.7

bank account details and payroll information;

2.1.8

wage and benefit information;

2.1.9

performance information, including but not limited to appraisal
documentation, performance management information;

2.1.10

pension enrolment information;
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2.1.11

start date and job title;

2.1.12

education and training records;

2.1.13

disciplinary and grievance records;

2.1.14

photographs of individuals such as e-shots or for multi-media purposes
(consent will always be gained first);

2.1.15

CCTV in or around any part of Connect Housing Association buildings

2.1.16

records of telephone conversations between staff and tenants/other
parties

2.1.17

employment records (including professional memberships, references,
work history, and proof of work eligibility); and

2.1.18

other personal details included in an application form, C.V or other
information that you otherwise voluntarily provide to us.

USE OF PERSONAL DATA
2.2

We only process your personal data where applicable law permits or requires it,
for example, where the processing is necessary for the performance of our
employment contract with you, or where the processing is necessary to comply
with a legal obligation that applies to us as your employer. We may process your
personal data for the following legitimate business purposes:
2.2.1

employee administration (including payroll and benefits administration);

2.2.2

business management and planning;

2.2.3

processing employee work-related claims (for example, insurance
claims);

2.2.4

accounting and auditing;

2.2.5

conducting performance
requirements;

2.2.6

absence monitoring;

2.2.7

assessing qualifications for a particular job or task;

2.2.8

carrying out investigations into potential capability, disciplinary or
grievance matters;

2.2.9

investigating complaints from tenants/other parties;

2.2.10

complying with applicable law;

2.2.11

education, training, and development requirements;

2.2.12

complying with health and safety obligations;

reviews

and
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determining

performance

2.2.13

access your work e-mails when it is necessary for legitimate business
reasons only;

2.2.14

apply workforce profiling to job applicants to ensure consistency,
fairness and that the workforce is representative of the population we
serve. This data is destroyed after 3 months; and

2.2.15

other legitimate business purposes/interests that may arise which have
not already been covered above.

2.3

We will only process your personal data for the purposes for which we collected
it. If we need to process your personal data for an unrelated purpose, we will
provide notice to you and, if required by law, seek your consent. We may process
your personal data without your knowledge or consent where required by
applicable law or regulation.

2.4

We may also process your personal data for our own legitimate interests,
including for the following purposes:
2.4.1

to prevent fraud;

2.4.2

to ensure employees have the right to work in the UK;

2.4.3

to ensure network and information security, including preventing
unauthorised access to our computer and electronic communications
systems and preventing malicious software distribution;

2.4.4

for monitoring of employees and assessing compliance with our policies
and procedures, engagement with internal processes, and to
investigate performance issues, grievances and information breaches;

2.4.1

to support internal administration with our affiliated entities; and

2.4.2

other legitimate business purposes/interests that may arise which have
not already been covered above.

2.5

Your personal data will be held electronically on the Human Resources database,
personnel file and payroll system, only authorised employees will have access to
this information such as Human Resources Team, your Line Manager and
Finance.

2.6

You will not be subject to decisions based on automated data processing without
your prior consent.

3.

COLLECTION AND USE OF SENSITIVE PERSONAL DATA

3.1

Certain categories of personal data may be considered sensitive and may receive
special protection including personal data relating to race or ethnic origin,
political opinions, religious, philosophical, or moral beliefs, trade union
membership, social welfare, sexual life, or sexual orientation, physical or mental
health or condition, Unlawful or objectionable conduct, criminal charges, or
convictions, biometric information and genetic data.
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3.2

We may collect and process sensitive personal data where it is necessary for the
purposes of performing or exercising our obligations or rights under employment
law, for health purposes, in relation to equality of opportunity of treatment and
for preventing or detecting unlawful acts and in relation to the following
categories of sensitive personal data in particular:
3.2.1

comply with employment law and industrial relations obligations.

3.2.2

biometric data for security purposes, for access to premises and systems
for example to monitor employee attendance in the work place;

3.2.3

data relating to employee absence for the purpose of absence
management procedures;

3.2.4

physical or mental health or condition or disability status to ensure
employee safety in the workplace, provide appropriate workplace
adjustments and to make decisions regarding an employee’s fitness to
work; and

3.2.5

information about employee’s racial and ethnic origin; sexual
orientation; religion and belief and disability information to ensure
meaningful equal opportunity monitoring and reporting.

3.3

Where we have a necessary need to process your sensitive personal data for
purposes not identified above, we will only do so only after providing you with
notice and, if required by law, obtaining your prior, express consent.

4.

DISCLOSURE OF YOUR PERSONAL DATA TO THIRD PARTIES

4.1

We will only disclose your personal data to third parties where required by law or
to our employees, contractors, designated agents, IT software providers or other
third-party service providers who require such information to assist us with
administering the employment relationship with you, including third-party service
providers who provide services to us or on our behalf. Third-party service
providers may include, but not be limited to, payroll processors and benefits
administration providers.

4.2

We require all our third-party service providers, by written contract, to implement
appropriate security measures to protect your personal data consistent with our
policies and any data security obligations applicable to us as your employer. We
do not permit our third-party service providers to use your personal data for their
own purposes. We only permit them to process your personal data for specified
purposes in accordance with our instructions.

4.3

We may also disclose your personal data for the following additional purposes
where permitted or required by applicable law:
4.3.1

to other organisations (through a Data Processing Agreement or Data
Sharing Agreement) for the purposes set out in this Privacy Policy and
as necessary to perform our employment contract with you;
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5.

4.3.2

as part of our regular reporting activities to other members of our
group of companies i.e. Leeds City Council;

4.3.3

to the police, regulatory bodies, legal advisors or similar third parties
where we are under a legal duty to disclose or share your personal data
in order to comply with any legal obligation. When we disclose your
personal data to comply with a legal obligation or legal process, we will
take reasonable steps to ensure that we only disclose the minimum
personal data necessary for the specific purpose and circumstances;

4.3.4

to any central or local government department and other statutory or
public bodies (such as HMRC, DWP) to comply with applicable law;

4.3.5

to a prospective employer of yours who requests a reference;

4.3.6

to protect the rights and property of Connect Housing Association
Limited;

4.3.7

during emergency situations or where necessary to protect the safety of
persons;

4.3.8

where the personal data is publicly available,

4.3.9

if a business transfer or change in ownership occurs;

4.3.10

to enable necessary Disclosure and Barring Services (DBS) checks to be
undertaken; and

4.3.11

for additional purposes with your consent where such consent is
required by law.

CROSS-BORDER TRANSFERS
We do not transfer your personal information to third parties outside the EEA.

6.

DATA SECURITY
All information you provide to us is stored on our secure servers. We have
implemented appropriate physical, technical, and organisational security
measures designed to secure your personal data against accidental loss and
unauthorised access, use, alteration or disclosure. In addition, we limit access to
personal data to those employees, agents, contractors and other third parties
that have a legitimate business need for such access.

7.

RETENTION OF YOUR PERSONAL DATA
Except as otherwise permitted or required by applicable law or regulation, we will
only retain your personal data for as long as necessary to fulfil the purposes we
collected it for, including for the purposes of satisfying any legal, accounting, or
reporting requirements and we will review this from time to time. Further
information regarding the retention of information can be found in our Data
Retention Policy. In any event this will not usually exceed six years from
termination of your employment or engagement with us after which the personal
information will be securely destroyed. Under some circumstances we may
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anonymise your personal data so that it can no longer be associated with you.
We reserve the right to use such anonymous and de-identified without your
consent and for any legitimate business purpose without further notice to you.
8.

RIGHTS OF ACCESS, ERASURE AND OBJECTION

8.1

It is important that the personal data we hold about you is accurate and current.
Please keep us informed if your personal data changes during your employment.
Amending personal details can be done by accessing iConnect self-service in the
staff intranet.

8.2

By law you have the right to request access to and correct the personal data that
we hold about you or object to the processing of your personal data under
certain circumstances. You also have the right to request that we transfer your
personal data to another party. If you want to review, verify, correct or request
erasure of your personal data, object to the processing of your personal data, or
request that we transfer a copy of your personal data to another party, please
contact the Business Assurance Officer, alternatively you can contact the Human
Resources Team. Any such communication must be in writing.

8.3

A subject access request (SAR) is a request for the personal information that we
hold about you. The purpose of a SAR is to make individuals aware of and allow
them to verify the lawfulness of processing of their personal data. Individuals are
entitled to access the following information.
8.3.1

the reasons why their data is being processed;

8.3.2

the description of the personal data concerning them;

8.3.3

anyone who has received or will receive their personal data; and

8.3.4

details of the origin of their data if it was not collected from them.

8.4

A request for personal information is free unless the request is ‘manifestly
unfounded or excessive’. Additionally we may charge a ‘reasonable fee’ for
multiple requests. If we do charge a fee we will notify you of any fee in advance.

8.5

We must respond to any SAR’s within one month of receipt. This deadline can be
extended by a further two months where there are a number of requests or the
request is complex. If this is necessary we will contact you within one month of
receipt, explaining why the extension is necessary.

8.6

We may request specific information from you to help us confirm your identity
and your right to access, and to provide you with the personal data that we hold
about you or make your requested changes. Applicable law may allow or require
us to refuse to provide you with access to some or all of the personal data that
we hold about you, or we may have destroyed, erased, or made your personal
data anonymous in accordance with our record retention obligations and
practices. If we cannot provide you with access to your personal data, we will
inform you of the reasons why, subject to any legal or regulatory restrictions.

9.

RIGHT TO WITHDRAW CONSENT
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Where you have provided your consent to the collection, processing and transfer
of your personal data, you may withdraw that consent at any time. This will not
affect the lawfulness of data processing based on consent before it is withdrawn.
To withdraw your consent please contact the Business Assurance Officer or
Human Resources Team at HRTeam@connecthousing.org.uk
10.

CHANGES TO OUR PRIVACY POLICY

10.1

Any changes we may make to our privacy policy in the future will be updated in
this Policy. We will notify you if there are any changes to this policy that
materially affect how we collect, store or process your personal data. In any case
where we want to use your personal data for different purposes than those we
have notified to you at the time of collection, we will provide you with notice
and, where required by law, seek your consent, before using your personal data
for a new or unrelated purpose. We will also ensure that all changes to how we
process your data will be reviewed first using a Data Protection Impact
Assessment (DPIA). We may process your personal data without your knowledge
or consent where required by applicable law or regulation.

11.

YOUR RESPONSIBILITIES

11.1

You are expected to understand and follow the Confidentiality and Data
Protection Policy and Procedures which includes the Acceptable Use Policy and
Tenant Privacy Policy; these can be found at the Data Protection page on the staff
Intranet. We will ensure that you are notified of any changes and you will receive
relevant training.

11.2

If you have any queries regarding any of these documents or you require any
advice and guidance regarding data protection please contact the Business
Assurance Officer.

12.

CONTACT US

12.1

The Business Assurance Officer in conjunction with Human Resources will oversee
compliance with this privacy policy. If you have any questions, comments or
requests regarding this policy or how we use your personal data please contact
the Business Assurance Officer. This is in addition to your right to contact the
Information Commissioners Office if you are unsatisfied with our response to any
issues you raise at https://ico.org.uk/global/contact-us/.
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